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A REST example

–Remote controls make good examples

–The “Power” button is usually a toggle:

– Press once and it turns the TV on

– Press again and it turns the TV off

–But the “Channel” buttons are RESTful

–Press “2” and it tunes to channel 2

–Press “2” again and it remains on channel 2

–The toggle style buttons fail horribly when 
used in “macro” programming…

–Good devices actually provide three buttons 
(or at least the IR codes)

– “Power On”, “Power Off” and “Power Toggle”

–Toggles are good for humans, bad for software
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REpresentational State Transfer
Thesis written in 2000 by Roy 

Fielding​



Why call it “Redfish”?

– Public answer: “It was the codename, which survived as 
the final name for the standard…”

…...But there’s more to that story…

– “Redfish” is a reference to the (good!) seafood 
restaurant near the HPE Houston
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What is the Redfish API- DMTF Standard?

– Industry Standard RESTful API for IT Infrastructure 
Management

– Led by HPE, and released as a specification through the DMTF 
and backed by wide industry support

– HPE is the founder and co-chair of the Redfish working group

– HPE iLO 4,5,6 are Redfish API compliant
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https://www.dmtf.org/standards/redfish



What is a “schema” vs. “payload”

– A schema describes data

– Description: What does the value mean

– Name:  What do we call this value (property) - the “key” 

– Format: Text string, number, boolean (true/false), etc.

– Additional characteristics: length, range (min/max), etc.

– A payload is an instance of a schema

– For Redfish, a JSON formatted “document” or “resource”

– Contains one or more “key”: value pairs
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{
“firstName": “Jeff",
“lastName”: “Newman”,
“income”: 549838534.37,
“onePercent”: true,
“taxesDue”: 42.19
}
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Why iLO RESTful API & Redfish API are important?
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https://www.hpe.com/us/en/servers/restful-api.html



• Key technical concepts - A “Resource” is a single JSON document retrieved from a URI

Model: Operations:

– HTTP has 5 basic operations handle the bulk of the 
work:

– GET – Retrieve a web page (aka a document or 
“resource” data payload)

– PUT – Replace an entire resource

– PATCH – Replace some data in a resource

– POST – Create a new resource

– DELETE – Delete a resource

– “URI / URL” – Uniform Resource Identifier / Locator

– Essentially the full network address, path, and filename of 
a resource on the web

• All data is interchanged using JSON formatted UTF-8 
data

• Data model is self-navigating
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RESTful Interface Tool (iLOREST)
Overview

- The RESTful Interface Tool is a command line interface(CLI) tool 

- Used to view or manipulate data from the iLO RESTful API & Redfish API for configuration 
or inventory 

- Supported ProLiant servers Gen9,10,11 Servers

- Remote Capability – most of the current configuration tools only support local mode.

www.hpe.com/info/resttool 

http://www.hpe.com/info/resttool


RESTful Interface Tool 
Hardware/OS Support

Hardware

– ProLiant Gen9, Gen10 servers – will not support Gen8(except DL580) or older servers.

– Operating systems:

– Linux 64-bit – Rocky 8+, Centos/RedHat 6.x+, SLES 11+, Debian

– RPM package available for installation

– Debian package available for installation

– Windows x64 – Windows 2008 R2 SP1, Windows 2012, Windows 2012 R2, Windows Server 2016+

– MSI package available for installation

– ILO rest explorer: https://ilorestfulapiexplorer.ext.hpe.com/

https://ilorestfulapiexplorer.ext.hpe.com/


Demo – ilorest tool
DL360 Gen11
https://hewlettpackard.github.io/python-redfish-utility/#overview

https://github.com/HewlettPackard/python-redfish-
utility/tree/master/examples/Linux
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https://hewlettpackard.github.io/python-redfish-utility/
https://github.com/HewlettPackard/python-redfish-utility/tree/master/examples/Linux
https://github.com/HewlettPackard/python-redfish-utility/tree/master/examples/Linux


Demo 1 – basic login modes

-Login into server remotely (script mode):

ilorest login 192.168.100.101 -u admin -p iloadmin

ilorest types

ilorest select bios

ilorest list

ilorest exit

-Login into server remotely (interactive mode):
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Demo 2 – info and set new server name

-Login into server remotely:

iLOrest > login 192.168.100.101 -u admin -p iloadmin

Discovering data...Done

iLOrest > serverinfo

iLOrest > types

iLOrest > select bios

iLOrest > list

iLOrest > get ServerName

iLOrest > set ServerName=demo2

iLOrest > commit
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Demo 3 – power on/off, saving cfg and BIOS handling

-Login into server remotely:

iLOrest > login 192.168.100.101 -u admin -p iloadmin

iLOrest > reboot PushPowerButton

iLOrest > backuprestore backup

iLOrest > backuprestore restore -f <filename.bak>

iLOrest > save --selector bios -f bios_demo2.json

iLOrest > load  -f bios_demo2.json

iLOrest > reboot ForceOff
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Demo – RESTED Firefox plugin
DL360 Gen11
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Demo 1
RESTED Plugin 
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Demo – curl 
DL360 Gen11
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Demo 1 – create user account and set BIOS profile
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curl -v -H "Content-Type: application/json" -X POST --data "@used_add.json" 
https://192.168.100.101/redfish/v1/AccountService/Accounts/ -u Administrator:iloadmin –insecure

Json file content:
{"UserName":"user1","Password":"PASSW0RD","Oem":{"Hpe":{"LoginName":"user1","Privileges":{ "HostBIOSConfigPriv": 
true,"HostNICConfigPriv": true,"HostStorageConfigPriv": true,"LoginPriv": true,"RemoteConsolePriv": 
true,"SystemRecoveryConfigPriv": true,"UserConfigPriv": true,"VirtualMediaPriv": true,"VirtualPowerAndResetPriv": 
true,"iLOConfigPriv": true}}}}

curl -v -H "Content-Type: application/json" -X PATCH --data "@bios_profile_hpc.json" 
https://192.168.100.101/redfish/v1/Systems/1/bios/settings/ -u Administrator:iloadmin –insecure

Json file content:
{

 "Attributes": {
 "WorkloadProfile": "HighPerformanceCompute(HPC)"

 }
}



REST availability on other products
Storage and Aruba 
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APIDISCOVERY
20



CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY 21

• Generic information and release notes are available from:
HewlettPackard/ApiDiscovery (github.com) https://github.com/HewlettPackard/ApiDiscovery

• Download the ApiDiscovery app from:
Releases · HewlettPackard/ApiDiscovery (github.com)    https://github.com/HewlettPackard/ApiDiscovery/releases 

Where To Get The App

Download the zipfile by clicking the ApiDiscovery<version>.zip 
file in the Assets panel.

When downloaded, unzip and run ApiDiscovery.exe

https://github.com/HewlettPackard/ApiDiscovery
https://github.com/HewlettPackard/ApiDiscovery
https://github.com/HewlettPackard/ApiDiscovery/releases
https://github.com/HewlettPackard/ApiDiscovery/releases
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Aruba - enable REST interface on the switch

–REST interface on Aruba switches are enabled by default.

–“rest-interface” command enables the REST functionality on the switch.

–REST interface requires one of the 2 web management methods (HTTP or 
HTTPS) to be enabled on the switch.

–You can restrict the access towards the REST interface on the switch by 
configuring a username and a password on the switch.

–Newer software versions xx.16.08 and above support RADIUS authentication for 
REST login.

–“rest-interface session-idle-timeout” can be used to extend or 
reduce the session idle timeout. Default value is 600s.

–Please visit: https://developer.arubanetworks.com/aruba-aoscx/docs/introduction



Thank you! 
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