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Motivace

* Posun od internetového k mobilnimu bankovnictvi

Mobile banking
H Internet banking
® ATM - self service
m POS - points of sale
m Bank branches
Correspondents
m Contact centers
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 Nové moznosti a zpusoby autentizace

* Nova legislativa — Revised Payment Service Directive (PSD2)
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Utoky na elektronické bankovnictvi

» Referencni taxonomie utoku

— NIST Digital Identity Guidelines

«  Ctyfi hlavni skupiny utokul
— Utoky na autentizaci a autorizaci
— Kradez identity
— Utoky na komunikaci

— Utoky na bankovni systémy
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Taxonomie utoku
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Revised Payment Service Directive

* Narizeni EU upravuijici platebni sluzby na evropskem trhu.

y sz

 V platnosti od 14. zari 2019 (SCA povinné od 31. prosince 2020)

« Clile:
— ZvySeni ochrany spotrebitele (definovani ,strong customer authentication®)
— ZlepSeni hospodarskeé soutéze (pristup tretich stran — API, multibanking)

— Stimulovat inovace
— Definovat prava a povinnosti poskytovatell plateb a sluzeb

DIRECTIVE (EU) 2015/2366 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 25 November 2015

on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and
Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC

(Text with EEA relevance)
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Commission Delegated Regulation
(EU) 2018/389

 Kromé PSD2 existuje i provadéci regulace
»  Specifikuje technické detalily
— Pozadavky na auditovatelnost
— Pozadavky na kvalitu rozhrani
— Technologickou neutralitu pfi implementaci autentizacnich kodu
— Pouziti otevienych standardi
— Definuje vyjimky pro SCA

= VeétSinou na zakladé typu transakce a spravy rizik
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Klientska autentizace die PSD2

Silné overeni klienta (SCA)

— Povinnost minimalné dvou-faktorové autentizace

— Vynucena nezavislost faktoru

Dynamicke propojeni

— Svazani autentizacniho kodu s konkrétni transakci

U faktoru drzeni Ci vlastnictvi (possession) vynucena ochrana proti
klonovani

,1he use by the payer of those elements shall be subject to
measures designed to prevent replication of the elements.”
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Silné overeni klienta

,Strong customer authentication” means an authentication based on the
use of two or more elements categorised as knowledge (something
only the user knows), possession (something only the user possesses)
and inherence (something the user is) that are independent, in that the
breach of one does not compromise the reliability of the others, and

Is designed in such a way as to protect the confidentiality of the
authentication data.
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Nezavislost faktoru

1. Payment service providers shall ensure that the use of the elements of
strong customer authentication referred to in Articles 6, 7 and 8 is subject
to measures which ensure that, in terms of technology, algorithms and
parameters, the breach of one of the elements does not compromise the
reliability of the other elements.

2. Payment service providers shall adopt security measures, where any of
the elements of strong customer authentication or the authentication code
itself is used through a multi-purpose device, to mitigate the risk which
would result from that multi-purpose device being compromised.

3. For the purposes of paragraph 2, the mitigating measures shall include
each of the following:

a) the use of separated secure execution environments through the software
installed inside the multi-purpose device;

b) mechanisms to ensure that the software or device has not been altered by the
payer or by a third party;

c) where alterations have taken place, mechanisms to mitigate the consequences
thereof.
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Dynamicke propojeni

1. Where payment service providers apply strong customer
authentication in accordance with Article 97(2) of Directive (EU)
2015/2366, in addition to the requirements of Article 4 of this
Regulation, they shall also adopt security measures that meet each
of the following requirements:

a) the payer is made aware of the amount of the payment transaction and
of the payee;
b) the authentication code generated is specific to the amount of the

payment transaction and the payee agreed to by the payer when
initiating the transaction,;

c) the authentication code accepted by the payment service provider
corresponds to the original specific amount of the payment transaction
and to the identity of the payee agreed to by the payer;

d) any change to the amount or the payee results in the invalidation of the
authentication code generated.
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Autentizacni primitiva

Primitive Replay Resistance = MITM Resistance  Impersonation Resistance
P-MSC  Memorized secret X X X
P-LUS Look-up secret v X X

Single-factor

P-SCR cryptographic authentication

P_MCR Mult1-fact0r' o % % %
cryptographic authentication

P-MFO  Multi-factor OTP device v v v
P-OOB  Out-of-band authentication v X X
P-SFO Single-factor OTP device v v v
P-BIO Biometric authentication X X X
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Dynamic password generator

e Simulace HW tokenu v SW (generator OTP)

 Modernim trendem jsou DPG ve formé mobilnich aplikaci

— Casto challenge — response

* Integrovanée DPG

— soucasti mobilniho bankovnictvi (P-SFO)

— Spliiuje SCA pokud vyuziva HSM/enklavu, jinak je nedofeSeno
« Separatni DPG

— samostatna aplikace (P-MFO— OTP + possession)

— Pokud povazujeme izolaci aplikaci v mobilnich OS za bezpecnou,

muzeme povazovat za nezavisly faktor i bez HSM/enklavy
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Hardware security module

Specialni modul poskytujici kryptografické operace
Hardware navrzen pro odolnost proti fyzickym utokim
Vlastnosti HSM umoznuiji:

- Ulozeni dat, ktera maji omezen zpusob manipulace (¢itac)
- lzolaci kryptografickych operaci a klicu

— Kontrolu integrity systému (atestaci)

Aardware Security Module \
OS 1/0 CPU e Secure
Storage
) Cryptographic operations
Key Encryption
Management Decryption
|\ TRNG Hash /|
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Hardware security module

* Moznosti zapojeni HSM:

— Samostatny Cip, ktery je umistén na zakladove desce
(Trusted Platform Module, smartphone)

— Dedikovany HW pripojeny n&jakym rozhranim
(PCI, ethernet, USB, NFC, Bluetooth)

« RozSifenim funkCnosti HSM jsou enklavy
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Enklava

* Implementuje Trusted Execution Environment (TEE)
— lzolace bézici aplikace od OS
— Zajisténi duvérnosti, integrity a bezpedi bézici aplikace pfed vnéjSimi
hrozbami

* Na rozdil od HSM umoznuje beh vlastnich aplikaci

- Priklady enklav: Intel SGX, ARM TrustZone

Application Enclave 1

Host

—
Application 1 Data

Application Enclave 2

Host
Application2 . Application Enclave 3

Open Enclave SDK
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Bezpecny hardware u smartphone

 Podpora HSM a enklav je i v modernich mobilnich telefonech

« Apple Secure Enclave (ASE)
— Jizod iPhone 5

— Uzce integrovana se systémem (Touch ID, Face ID)

« Android Keystore System (AKS)
— Zastresuje pristup, ale neni vazano na konkrétni bezpecnostni modul
— Na zakladé typu pfitomného modulu poskytuje:
= Secure Element — pouze bezpecné ulozisté klicu
= HSM - plnohodnotny HSM chip podporuijici i kryptografické operace

= TEE - obsahuje enklavu umoznujici bezpecny béh aplikaci
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Autentizacni metody

Social Cross- Physical
Password  Exhaustive engineering channel Al credential  Unauthorised Data
Guessing Search (Phishing)  Pharming attacks Malware Attacks stealing Binding Eavesdropping manipulation MITM
A-33,

A-ll A-12 A-13, A-16 A-l4 A-15 A-17 A-18 A2l A-22 A3 A-32 A-34
Static password, v v /  ONA v x x W) W) v v
PIN (P-MSC)
Grid card |
(P-LUS) X v v v N/A X X v (v) X v v
Dynamic
password x x x 1 2 U x v v x *) x)’
generator
(P-SFO)
PKI (P-SCR) X X X X N/A v X X 4 X X X
PKI token
(P-MCR) X X X X N/A v X v 4 X X X
SMS Code 5 3 3
(P-OOB) X ) X v v v X v v v (X) (X)
HW tokens
with display x ) X x) N/A X X v v X x) (x)y
(P-MFO)
HW tokens
without display X W) X / N/A v X v/ v X Xy Xy
(P-MFO)
Secure Enclave o
(P-MFO) ) v X X N/A v X v v X X X
Biometric
authentication X X X v N/A v v X v ) v v
(P-BI1O)

'In case the user can reset the authentication method (password reset. resend grid card) the attack is possible.
2If there is no HSTS header set, an adversary might force unencrypted connection.

*The method is vulnerable in case that it does not support Dynamic Linking as defined in PSD2 directive.
‘Applies only if the DPG is running on different device than e-banking (2da - see section IV-B).

SIn case the length of the one-time cryptogram is not sufficient, and attempts are not limited.

SIf the enclave is unlocked by a password, an attacker may use password guessing.

"Depends on the implementation parameters.
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Autentizacni schemata

Cloning Factor Dynamic
Method combination protection independence linking SCA Comment
SMS (v)? X Opt. X oob
Password + SMS )2 v Opt. ) oob
Integrated DPG 4 5 5
protected by password (SFO) *) *) v *) laa
Separated DPG 4 4 4
protected by password (MFO) *) ) v “) 2aa
Dynamic password + BIO Xx)* v v V)4 2aa
BIO + Password X v X v
BIO + SMS (v)? v Opt. v oob

[ X X J

2 Indirectly possible by attacks on telecommunication links such as SIM Swapping and SS7 attacks.
3 To fulfil SCA requirements, the SMS receiving device have to be independent of the other one where the password is entered. Nowadays, this
is difficult to achieve.
4 Depends on OS capabilities, in case of rooted OS (called jailbreak in iOS) cannot be ensured [78]. E.g. biometrics is cloneable by design, and
grotection depends on second factor properties.

The satisfiability of factor independence is not decided yet; if it does not satisfy factor independence, it isn’t SCA.
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Autentizacni schemata

Cloning Factor Dynamic
Method combination protection independence linking SCA Comment
PKI (private key)
protected by password v X v X
HW Token (MCR) v v v v 2da
HW Token protected by PIN v v v v 2da
HW Token protected by BIO v v v v 2da
PKI (private key) 4
protected by BIO *) X v X
Secure Enclave
protected by BIO v v v /
Secure Enclave Y v v v

protected by password

4 Depends on OS capabilities, in case of rooted OS (called jailbreak in iOS) cannot be ensured [78]. E.g. biometrics is cloneable by design, and
protection depends on second factor properties.
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Trendy v autentizaci

« Biometrika
- Prevlada v autentizaci na smartphonech (ale muze byt i u HW tokend...)
— Pouziva se v KYC procesu pro vzdalené ovéreni uzivatele
« Enklava
— Relativné novy bezpecnostni prvek
— VétSinou chranén dalSim faktorem (heslo, PIN, biometrika)
« Dynamic Password Generator
— E-banking systémy v EU kvuli PSD2
- FIDOZ2
— Soucasny otevieny standard pro HW tokeny a biometriku

— Zatim spiSe FinTech, z bank Bank of America a Boursorama Banque
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Fast Ildentity Online

»  Universal 2" Factor (U2F) SECOND FACTOR EXPERIENCE

dard
- Vydén 2014 e f il

ONLINE AUTH REQUEST LOCAL DEVICE AUTH SUCCESS

— Google + Yubico

— Proprietarni standard pro silnou
autentizaCi pomOCi HW tOkenu LOGIN & PASSWORD INSERT FIDO @ DONE

SECURITY KEY
PRESS BUTTON

* Universal Authentication Factor (UAF)
PASSWORDLESS EXPERIENCE

res Vyd an 2014 (UAF standards)

ONLINE AUTH REQUEST LOCAL DEVICE AUTH SUCCESS

- Framework pro nahrazeni
autentizace heslem lokalnim
ovérenim (primarné biometrie)

$10,000
i

0]
TRANSACTION DETAIL SHOW A BIOMETRIC
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FIDO2

« Otevieny standard pro autentizaci

- W3C WebAuthn
= GITAR
A Ils f RP APP SERVER
pp calls for
FIDO Authn ) (e —e000|
through browser* —
1 | RELVNG PARTY FIDO AUTHENTICATION Sum—p- [se=—o00|
(e =—e000|

W3C Standard: v |
Web Authentication OPTION 2: [ee oeo)
Js API* External Authenticator (ee——e000|

OPTION 1 AU_;EEE?_:‘&EI_OR T FIDO SERVER
On-device
Authenticator* (ee —ee00|
/o NN - L [ee=—=ee0]
i [ee==ee0|
] [ * ] “*er.. METADATA

* FIDOZ Project
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FIDO2 - Registrace

const assertion = await navigator.credentials.create(options)

challenge,
PublicKeyCredentialCreationOptions user info,

@ clientDataJSON, AuthenticatorAttestationResponse
relying party info

attestationObject

RP JavaScript Application

WebAuthnAP] — 5 ™= == == = - - = = ==

Browser

re'ﬂgfﬁﬁ;{? d. new public key,
relving part 'info @ credential id, attestationObject
ying party into. attestation

clientDataHash

user verification,
new keypair,
attestation
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FIDO2 - Autentizace

const assertion = await navigator.credentials.get(options)

i Relying Party Server @ server validation
}
clientDataJSON,
PublicKeyCredentialRequestOptions  challenge @ authenticatorData, = AuthenticatorAssertionResponse
signature

RP JavaScript Application

WebAuthnAPlI ——»
Browser

relying party id, @ authenticatorData
clientDataHash signature

! Authenticator :

user verification,
create assertion
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Client To Authenticator Protocol

« Komplementarni protokol k WebAuthn
« FIDO U2F: CTAP1/U2F
«  FIDO2: CTAP2

— Autentikator implementujici CTAP2 oznacCovan jako FIDO2 autentikator

« Slouzi k pfipojeni externich autentikatoru

Ci uzivatelskych kryptografickych autentikatora (HSM)

Application

Browser a

™~

FIDO CTAP2

Platform
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FIDO2 - Podpora v prohlizecich

. . , Chrome
Safari on . . Android for Firefox for

i0S Opera Mini Browser  android  Android

*
Edge Firefox Chrome Safari Opera

12.5
14.4

14.8

15.1

15.4 15.3

15.5 15.4 100
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Podpora FIDO v bankovnictvi

 Banky svetove:
— Bank of America — €len FIDO Alliance, podporuje FIDO2
— Boursorama Banque — podpora FIDO2

— ING Bank — podpora FIDO UAF v ramci Xtrong Authentication Suite

« Banky u nas:

CESKAS B

CSOE

MONEY
BANK

% Fio bartka MMONETA

m iisen
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Podpora FIDO mimo bankovnictvi

* Velké mnozstvi webovych sluzeb, zahrnuji i FinTech

https://fildoalliance.org/certification/fido-certified-products/

« V CR podpora MojelD pro pfistup ke sluzbam statni spravy

— Pro nékteré operce vyzaduje pfistup k autentikatoru chranény PINem
 Podpora pro prihlaSovani do OS

— Windows Hello

- Linux PAM

- MacOS login
« Podpora v nastrojich pro Sifrovani disku

- LUKS
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