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Definice deepfakes

* Deeplearning + fake = deepfake

* Podmnozina syntetickych médii
e Zobrazuji udalosti, co se nikdy nestaly

* \lytvorené pomoci hlubokych neuronovych siti
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ORIGINAL DEEPFAKE

https://spectrum.ieee.org/facebook-ai-launches-its-deepfake-detection-challenge
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https://spectrum.ieee.org/facebook-ai-launches-its-deepfake-detection-challenge

Aktua ady z medii

ni prik

'WORLD'S FIRST
DEEPFAKE
POLITICIAN'
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Model Utocnika

Deepfakes osoby B

deepfakes

Falesny
marketing
deepfakes

Fake news
deepfakes

Filmy, vzdelavanie, . '
)/ e-obchody, '

AN O zdravotnictvo
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Vektory Utoku

* Biometrické systémy * Manipulace dukazu
* Hlas * Boti na socialnich sitich
e Oblicej

T * KnowYourCustomer proces
* Socialni inzenyrstvi
* Phishing / Spearphishing
* Vhishing

* Fake news
* Fake marketing
* Pomluva
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Typy deepfakes
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Syntéza obrazku

* Syntéza ne-existujicich objektu
e Lidi, zvirata, scenérie, auta...

* Trénink nad velkym mnozstvim obrazku stejné kategorie
* Nahodné generovani z nauceného latentniho prostoru
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Syntéza obrazku - technologie

* GANy a jejich variace
* Nauceni reprezentace obrazkul v latentnim prostoru
* Generace novych obrazkl z nauceného latentniho prostoru

Random Vector (Latent Code)
| (512X 1) |

ProGan Discriminator

Downscaling

eeeeeeeeee

https://www.geeksforgeeks.org/stylegan-style-generative-adversarial-networks/
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Syntéza obrazku — utocnik

* Boti na socialnich sitich
» Syntetické profilové obrazky = narocna detekce

* Negativni tvrzeni o identité
* “nemam pristup do systému, ale mél bych”

https://plus.rozhlas.cz/socialni-davky-zneuzivaji-bohati-7844454
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Syntéza obrazku — ukazka

https://github.com/NVlabs/stylegan2-ada-pytorch

python
python

python

python

run_scripts out
% ¥ Brno6 ) home ’ deemax  Tools
A Name
a

untitled

generate.py —-outdir=out --trun
generate.py ——outdir=out —-trun
erate.py ——outdir=out —-trun:

ge

generate.py —outdir=out ——trunc=

stylegan2-ada-pytorch

= Noactity (stylegan) (BUSTER)deemax@adanis:/storage/brno6/home/deemax/Tools/stylegan2-ada-
pytorch$
& stylegan2-ada-py. iy
out % ¥ Brno6  home ~deemax ~ Tools = stylegan2-ada-pytorch
size Modified Name size Modified

> B9 _pycache__ -~ Today 10: 1
> B3 dnniib -
> [ docs -
> B metrics -

> @ out -~ Today 10:4}
> 3 torch_utils -
> [0 training -
calc_metrics.py 8.3K8
& dataset_tool.py 17.9Kk8
B docker_run.sh 1.2K8
Dockerfile 897 bytes
generate.py 5.3KB
legacy.py 16.5KB
LICENSE.txt 4.4k8
projector.py 9.0KB
[ README.md 25.5 K8
B style_mixing.py 49KB

—-seeds=42 —-networ

seed

train.py

untitled

=https: //nv‘\absfhfcdn.nmdla.com,’styleganzfadafpytnri\(‘h/pret rained/ffhq.pkl

6 ——network=https://nvlabs-fi-cdn.nvidia.com/stylegan2-ada-pytorch/pretrained/afhqdog.pkl

—-seeds=102 —network=https://nvlabs—fi-cdn.nvidia.com/stylegan2-ada-pytorch/pretrained/afhqcat. pkl

—-seed

66 ——network=https:)//nvlabs-fi-cdn.nvidia.com/stylegan2-ada-pytorch/pretr

ined/afhqwild.pkl

24.1 KB
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https://github.com/NVlabs/stylegan2-ada-pytorch

Morphing obliceje

* Morphing = efekt zmény z jedného obrazku na druhy
2 obliceje -> jeden podobny obéma
* Nebezpeci pro automatizované hranicni kontroly identity
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https://mappingignorance.org/2018/02/21/triangulations-face-morphing/

Morphing obliceje - postup

1. Oba obrazky jsou umisténé na samostatné vrstvy taky aby se
prolinali oCi.

2. Oznaci se dulezité body na oblicejich.
3. Automaticky se vygeneruje prechod z jednoho obli¢eje na druhy.

4. Vysledny obrazek je vybran na zakladé nejvétsi podobnosti.

-r FIT EUROPEN 2022 e Security@FIT



Morphing obliceje - technologie

e ZaloZzené na dulezitych bodech

* Deformace obrazu
* Free-form deformation, Delanuay triangulation, mass-spring based deformation, ...
* vyzaduji nasledny post-processing

e Zalozené na hlubokém uceni
* GANy

* Interpolacia v latentnom priestore
e Autoenkodéry
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Morphing obliceje — utocnik

* Problém pre oblicejoveé biometrie
e Automatické hranicni kontroly

 Dva lidi, jeden obcansky prukaz (pas)

https://www.schengenvisainfo.com/news/estonia-implements-new-automated-border-control-gates-for-travellers/
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Morphing obliceje — ukazka

https://github.com/Azmarie/Face-Morphing

= No activity (stylegan) (BUSTER)deemax@adani5:/storage/brnoé/home/deemax/Tools/Face-Morphing$ |E
]
run_scripts \ Face-Morphing + Face-Morphing +
% &3 Brno6 ) home ’ deemax = Tools ’ Face-Morphing % & Brno6  home ~ deemax ~ Tools & Face-Morphing
A Name Size Modified Name Size Modified
> [ code - Today11: | > B
> [ ffmpeg-git-20220422-i686-static -~ Today12d | > BB
a
= |v [0 images -~ Today 13:| [ > [ code -
= v [ aligned_images - Today 13: | > [ ffmpeg-git-20220422-i686-static -
= 74798.peg 46.3KB  Today 13:| | > [ images -
* 196064 jpeg 245KB  Today 13:| | > [ results -
> [ results --  Today 11:
LICENSE.txt 1.1KB  Today 11: LICENSE. txt 1.1KB  Today 11:
@ output.mpd 495.6KB  Today 13: [ README.md 2.0KB

& README.md Today 11::

untitled

python code/utils/align_images.py images/ images/aligned_images —output_size=1024

python3 code/__init__.py —imgl images/aligned_images/74798_01.png —-img2 images/aligned_images/196064_01.png ——output output.mp4

Plain Text () GitHub
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https://github.com/Azmarie/Face-Morphing

Morphing obliceje — ukazka
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VVymeéena obliceje (Face swap)

e Oblicej ze zdrojove fotografie je prenesen na hlavu v cilové fotografii
* Obrazky, ale i video

* Extrakce obliceje ze zdrojové osoby -> lokalizace obliceje cilové osoby
-> transpozice -> smichani pixelu na okrajich

ORIGINAL DEEPFAKE
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https://spectrum.ieee.org/facebook-ai-launches-its-deepfake-detection-challenge
https://clippingpanda.com/photoshop-face-swap/

Face swap - technologie

* Metody hlubokého uceni
* GAN
* VAE
* CNN

* Proces:
1. Extrakce oblicejd, jejich zarovnani a segmentace
2. Nauceni funkce prenosu obliceje z hlavy na druhou hlavu
3. Prelozeni obliceje pomoci natrénované funkce a retusovani vysledku
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Face swap — utocnik

* Utok na biometrické systémy
* Kradez identity

* Pomluva

* Manipulace s dukazy

https://sumsub.com/blog/learn-how-fraudsters-can-bypass-your-facial-biometrics/
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Face swap — ukazka

https://github.com/iperov/DeepFacelab

. A
EASY DEEPFAKE TUTORIAL
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https://github.com/iperov/DeepFaceLab

"Rozpohybovani” (Reenactment)

* Foto-realisticka re-animace obrazku podle zdrojového videa
* Generovani vizualni informace a synchronizace audia a videa

#AimtecHackaton e TechTalks e Security@FIT



Reenactment — technologie

* Video-driven reenactment

e Parametricky model obliceje

» Uprava cilového obli¢eje parametry zdrojového obli¢eje
* Audio-driven animation

* Predikce pohybu obliceje dle reci

e LSTM, mapovani hlasek na parametry obliceju
 Audio-driven reenactment

* Generuje pohybujici se oblicej dle zdrojové reci

* Primarné GANy
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Reenactment — Utocnik

* Kradez identity
* Falesné zpravy

* Know Your Customer proces

* Overeni identity v aplikaci na zakladé
fotky dokladu a nasnimani obliceje ﬁ

e Moznost oklamat test zivosti

Verify your identity

Financial regulation requires us to
collect the following
information.

‘ Picture of your ID Card, Resident Card or
passport
° Selfie

https://medium.com/2gether/this-is-why-the-kyc-know-your-customer-is-so-important-for-you-df3f5f1f4e29
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Reenactment — ukazka

https://github.com/AliaksandrSiarohin/first-order-model

(fon) (DUSTER)desmaxfadanil:/storage/brned/howe/deemax/Teols/ first-order-sodel

.....

vadite Name Size Nodibe:

BelEes EHv Bvl B BEE-UOOD
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https://github.com/AliaksandrSiarohin/first-order-model

Manipulace obliceje

* Technika upravy vybrané casti obliceje v obrazku nebo na videu
* Pridani nebo odstranéni vlasu, bryli nebo tetovani
e Uprava atributt v latentnim prostoru a zpétna generace obliceje
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Manipulace obliCeje - technologie

* Primarné GAN a VAE
* Velka podobnost se syntézou obliceju
e Upravy latentniho kédu obli¢ejd

Generator

EnCOderDiscrlmlnator

Discriminator
—1
s

DeCOderDiscriminator

D(x,) D(G(X,) D(G(Z,,,) D(G(X,)

https://timsainburg.com/assets/PDF/GAIA.pdf
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Manipulace obliceje — utocnik

» Uprava atributll obli¢eje tak, aby osoba nebyla rozpoznana
biometrickym systémem

* Manipulace dukazu u soudu

https://github.com/vijishmadhavan/SkinDeep

-r FIT EUROPEN 2022 e Security@FIT



Manipulace obliceje - ukazka

https://github.com/genforce/interfacegan

» Fetch Codebase and Models

[ 1 &1 cell hidden

» Define Utility Functions

[ 1 &1 cell hidden
~ Select a Model

QO model_name: stylegan_celebaly

latent_space_type: W

‘ [2022-05-20 14:08:01,341) [INFO] Loading pytorch model from ‘models/pretrain/stylegan_celebahq.pth’.
[2022-05-20 14:08:01,621)] [INFO] Successfully loaded!
[2022-05-20 14:08:01,624] [INFO] ‘lod’ of the loaded model is 0.0.

- Sample latent codes

(4] num_samples:

noise_seed:
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https://github.com/genforce/interfacegan

/name filmy, novi herci

Sam doma? lron Man?
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Nastroje na tvorbu deepfakes - ob\iéej
iy Lo it [opbg s | ey eeracmet e ik

StyleGAN

MMGeneration v X X X X
Face-Morphing X v X X X
DeepFacelab X X v X X
FaceShifter X X v X X
Face2Face X X X v X
NeuralVoicePuppetry X X X v X
SkinDeep X X X X v
InterFaceGAN X X X X v
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https://github.com/NVlabs/stylegan3
https://github.com/open-%20mmlab/mmgeneration
https://github.com/Azmarie/Face-Morphing
https://github.com/iperov/DeepFaceLab
https://github.com/mindslab-ai/faceshifter
https://github.com/datitran/face2face-demo
https://github.com/miu200521358/NeuralVoicePuppetryMMD
https://github.com/vijishmadhavan/SkinDeep
https://github.com/genforce/interfacegan

o .
Datasety - oblicCe]

PGGAN

iFakeFaceDB v X X X X
FaceForensics X X v v v
FaceForensics++ X X v v v
Celeb-DF X X v X X
DeeperForensics-1.0 X X v X X
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https://github.com/tkarras/progressive_growing_of_gans
https://github.com/socialabubi/iFakeFaceDB
http://niessnerlab.org/projects/roessler2018faceforensics.html
https://github.com/ondyari/FaceForensics
https://github.com/yuezunli/celeb-deepfakeforensics
https://github.com/EndlessSora/DeeperForensics-1.0

Rozdéleni deepfakes

| Deepfake |

v

Obrazek

ol

N

Reenactment| | Face-swap Synfez?

\ I obrazku

l (Manipulace\ i Morphing

:Obliéeje: \ obliceje J1 obliceje
Postavy
 Objekty |

Hlas

l

4 i R
Voice
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> <

Text-To-

Speech

/
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Syntéza: prevod textu na rec (Text-to-speech)

* Prevod textu na rec€ v hlase ze vzorové nahravky

> ill

Text Deepfake rec

IIIII

Vzorova rec
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TTS syntéza - technologie

* Formant synthesis
* Pfimo modeluje frekvence signalu reci
* Formant = rezonancni frekvence hlasivek

 Articulatory synthesis
* Modeluje chovani hlasivek

* Concatenative synthesis

» Spajeni kratkych segmentt plvodni reci do nové podoby
* GMM, HMM -> neuronove site (transformer modely)
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/mena hlasu (Voice Conversion)

e Zmeéna hlasu v zdrojové nahravce na hlas z cilové nahravky pfi
zachovani obsahu zdrojové nahravky

i|i—&—]

Zdrojova rec Deepfake rec

i

Cilova rec
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Voice cloning - variace

* Paralelni / Ne-paralelni
* VVlyzaduje pary stejnych nahravek pro trénink?

» Text-dependent / Text-independent
 Je potreba textovy prepis nahravek?

* Language-dependent / Language-independent
* Funguje jen v jazyku v kterém probéhl trénink?
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Voice cloning - technologie

 Paralelni
* GMM, HMM
* Bilinearni modely, linearni regrese
* Neuronoveé sité

* Ne-paralelni
* GAN
 AE
* VAE
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Hlasove deepfakes - utocnik

* Vhishing — voice phishing
* Kradez identity
* Pomluva

://whatismyi .com/vishi
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Nastroje na tvorbu deepfakes - hlas

Néstroj | Text-to-speech

Real-Time-Voice-Cloning

MozillaTTS
CoquiTTS
YourTTS
FragmentVC
StarGAN
AdaptiveVC

v

v
v
v

X

SN N SN N X
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https://github.com/CorentinJ/Real-Time-Voice-Cloning
https://github.com/mozilla/TTS
https://github.com/coqui-ai/TTS
https://github.com/edresson/yourtts
https://github.com/yistLin/FragmentVC
https://github.com/hujinsen/StarGAN-%20Voice-%20Conversion
https://github.com/jjery2243542/adaptive_voice_conversion

Datasety - hlas

ASVspoof V4 J
WaveFake J «
FoR v «
SYNSPEECHDB v Y
FMFCC-A J Y
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https://www.asvspoof.org/
https://zenodo.org/record/5642694
https://bil.eecs.yorku.ca/datasets/
https://ieee-dataport.org/documents/synspeechddb-new-synthetic-speech-detection-database
https://github.com/Amforever/FMFCC-A

/aver?
* Deepfakes mohou byt nebezpecné

* Je potreba vénovat se vyvoji kvalitni detekce a zvysovat lidské
povedomi

* Je mozné, ze v dohledné dobé nebudeme schopni rozlisit praveé a
deepfake média...
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Je pred nami temna budoucnost?

Deepfakes osoby

Syntéza v realném Case

Y

Spearphishing
deepfakes

FalesSny
marketing
deepfakes

Fake news
deepfakes

Filmy, vzdelavanie,
e-obchody,
zdravotnictvo
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Pracujeme na reseni :)

Deepfakes osoby

Spearphishing
deepfakes

FalesSny
marketing
deepfakes

Fake news
deepfakes

\“i
[ Detekéni plugin ]

Syntéza v realném Case

Filmy, vzdelavanie, " '
e-obchody, |
zdravotnictvo
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At nekoncime tak negativne... :)

BEFORE BEFORE AFTER

-r FIT EUROPEN 2022  Security@FIT



