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Verifikace na FPGA

* Simulace,

* |ILA bloky.
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FPGA vs. CPU

V BRNE

Jazyk pro hardwarovy popis (VHDL, Verilog, ...),
paralelni vykonavani,

elementarni digitalni prvky,

funkcionalita dana propojenim digitalnich prvku,
vhodné pro matematické/logické operace s moznosti
paralelizace (DSP, operace s vektory, ...) nad velkym
mnozstvim dat,

efektivnéjsi implementace,

upovidanéjsi kdd/nizsi mira abstrakce (12500 radku).

Programovaci jazyk (C, C++, ...),
sekvencni vykonavani,

sada instrukci,

funkcionalita dana strojovym kdédem,
vhodné pro rizné rozhodovaci algoritmy

(parsovani dat, ...),

rychlejsi vyvoj,

vyssSi mira abstrakce (2500 radku).
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* Lookup tabulky (LUT),

* Flip-flopy (FF),

* DSPA48,

» pamétové prvky (BRAM, UltraRAM),

* generovani hodinového signalu (PLL, Clock
Managery),

» periferie pro komunikacni rozhrani (PCle, QSFP, ...)
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Taktovaci frekvence,

propustnost,

vyuziti hardwarovych zdroju.
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Typické vypocetné narocné operace

* NTT (Number Theoretic Transform),
* nasobeni matic a vektort obsahujicich polynomy,

» ostatni iterativni ¢asti algoritm0 (podpisy)

\ - vstupy ndsleduijicich iteraci NEZAVISLE na vystupu

predchozich iteraci

- vstupy ndsledujicich iteraci NEZAVISLE na vystupu

/ pFedchozich iteraci
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vk i bt d Algoritmus vychazejici z FFT

Z‘v" e Pracuje v modularni aritmetice, nikoliv v oboru
) ” X‘X‘\Vl | | komplexnich Cisel,
x"“xx B vypocetv iteracich,
! - y I’I’X’I ll+ transformace 256 koeficient( v 8 iteracich (28 = 256)
x‘mx.x * budouci iterace zavislé na predchozich iteracich ®
W XX /AN
AW
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addr

lsaect  acdr 7] Paralelizace pomoci 4 motylku
4x addr

[5:0] [6:0] roots of unity e  Motylci v rozlozeni 2x2
E— 3x18k ROM Y !

data in BRAM ;s v . p
(127:0] | intertace e paralelni vypocet 2 iteraci,

switch
we

—> e pocet iteraci snizenz8 na 4,

data out

2roy * minimalni pocet motylkl pro paralelizaci n iteraci:

n*27(n-1),

taktovaci frekvence 632 MHz.

coefficients
4x18k
BRAM

data in
[127:0]

butterflies 2x2



VYSOKE UCENI
TECHNICKE
V BRNE

—
select
addr 4x addr

[5:0] 60
) (6:0]

data in BRAM
[127:0] interface
—> | Guitch | dataout[127:0]

we

—>

data out

[127:0

coefficients
4x18k
BRAM

data in
[127:0]

Implementace NTT

3x addr [7:0]

roots of unity
3x18k ROM

butterflies 2x2

Utilization

FF
DSP48
LUTRAM

BRAM

valid in shift register

valid in valid out

Xg shift register

Montgomery
reduce

root of unity
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S+e=t Vhodny algoritmus pro FPGA
tO » Paralelni vypocet jednotlivych radka,
SO t1 e paralelni vypocet NTT,
Sl tz * vramci kazdého radku paralelni nasobeni polynomt
S> + — t3 v NTT doméné,
S3 e paralelni vypocet inverzni NTT
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Podpisova cast:

Sign(sk, M)
09 A€ Rk'xp" := ExpandA(p) > A is generated and stored in NTT Representation as A
10 e{nQ““_Hm M)
11 k:=0, (z,h) =1
12 p' € {_l_l_, 1} 512 K || p) (or p' + {0,1}°* for r 111(1{":11112(—41 signing)
13 while (z,h) = 1 do > Pre-compute §; := NTT(s1), 82 := NTT(s2), and to 1= NTT(to)
14 yES ‘ := ExpandMask(p’, k)
15 W= Av > w = NTT '(A - NTT(y))
16 = HighBits (w,272)
17 e e {0,132 .= H(p || w1)
18 BT := SamplelnBall(¢) > Store ¢ in N'TT representation as ¢ = NTT(¢ )
: =Y + 81 > Compute csy as NTT™ 1((': :
ro = LOWBitSq(“T — ¢s2, 272) > Compute cso as NTT™
if ||z]|cc > 71 — B or HIUH,k > w9 — 3, then (z,h) := L
else
h:= MakE‘Hlﬂtgf—(t[],“’ — cs2 + cto, ,_)"‘2] > C t)lll})llh—' ctg as NTT™ ( tu]
if ||ctollec = 72 or the # of 1’s in h is greater than w. then (z,h) := L
K=K+ ¢
26 return o = (¢,z, h)
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e 18 paralelnich procesd,
* 12 paralelnich NTT/INTT blockd,

* paralelizace while smycky.

NTT HashToBall
(cs1,cs2,ct0)

simple dual port
BRAM for n
iterations

process X . _ process Y

valid register el
read/set for n iterations read/clear

valid ; _ . valid

Output
AXI
Stream
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v

Input
AXI
Stream

s1,
52,
tr, K, msg

m y

NTT(c)
c

NTT HashToBall
(cs1,cs2,ct0)

rejection

Output
AXI
Stream

* 18 paralelnich procesu,
* 12 paralelnich NTT/INTT blockd,

* paralelizace while smycky.

simple dual port
BRAM for n
iterations

process X . _ process Y

valid register
for n iterations

valid ; _ . valid

read/set read/clear
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Kdyz se vysledky simulace liSi s realitou

signal x : integer range 0 to 15;
* Metastabilita,

begin

e Optimalizace designu béhem implementace,

1if x = 16 then .

end 1if;
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