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#\
define C(c /** /) #c
/*size=3173*/#include<stdio.h>
/*crc=b7f9ecff.*/#include<stdlib.h>
/*Mile/Adele von Ascham*/#include<time.h>
typedef/**/int(1);I/*:3*/d,i,j,a,b,1,ul[16],v
[18],w[36],%x,y,2,k;char*P="\n\40(),", *p,*q,*t[18],m[4];
void/**/0(char*q){for(;*qg;q++)*q>32?z=111-*q?z=(2z+*q)%185, (k?

k——:(y=2%37,(x=2/37%7)?printf(*t,t[x],y?w[y-1]:95):y>14&&y<33?x
=y>15,printf(t[15+x],x?2<<y%16:1,x?(1<<y%16)-1:1):puts(t[y%28])))
y0:2+82:0; }void/**/Q(I(p),I*qg){for(x=0;x<p;x++){ql[x]=x;}for(;--p

>1;9lpl=y)y =q[x=rand()%-~p],q[x]=q[p]; }char/**/n[999 ]=C(Average? | nQVQOd%R>Rd%
R% %RNIPRfi#VQ}R; TtuodtsRUdA%RUA%RUOSetirwf !RnruterR{RTSniamRtniQ>h.oidts<edulc
ni #V>rebmun<=NIPD-RhtiwRelipmocResaelPRrorre#QONIPRfednfi#V__ELIF R __
Re nifed#V~-VUOV; }V{R= R][ORrahcRdengisnuRtsnocRcitatsVesle#Vfidne#V53556
.1RfoRegnarRehtRniRre getniRnaRsiR]NIP[R erehwQQc.tuptuoR>Rtxt.tupniR
< RINIP[R:egasuV_Redulcn i#VfednfiVfednuVenife dVfedfiVQc%Rs%#V);I/**/main(
I( f),char**e){if(f){for(i= time(NULL),p=n,q= n+998,x=18;x;p++){*p>32&&!(
*——q=*p>80&&*p<87?P[ *p- 81]:* p)?t [( -- x)]=g+1:q;}if(£f-2]]|(d=atoi
(e[1]))<1]|[65536<d){;0(" \""); goto O;}srand(i);0Q(16,u);i=0;0(
36,w); for(;i<36; i++){w[i] +=W [i]<26 ? 97:39; }O(C(ouoo9oBotoo% |#
ox/A#0y_#ozoou#o{ a#o|b#o}c# o~d#oo0-e #00. f#oo/g#o0o0h#ooli#o00
2 j#o003k#0041#0 p));for(j =8; EOF -(i= getchar());1l+=1){a=1+
rand()%16; for(b =0;b<a]l|i- main (0,e);b++)x=d~rd/47rd/87d/
32,d= (d/ 2|x<<15)&65535; b|= 11<<17;0(18,v);for(a=0;a<18;
a++ Y{if( (b&(1<<(i=v[a] ))))* m=75+1i,0(m), j=i<17&&j<i?i:j; }0(C(
1) ); }Oo(C(ogovoo970 /nl));i= 0;for(;i<8;0(m))m[2]=35,*m=56+u[i], m[1
1= 75 +i++;0(C(oA!oro 0goo09) )i k=112-3*7;0(C(60.!'Z!Z#50-!Y!Y#4~!X!X#3}
W IW ) | 'V!IV#1{!U!U#0z! T!T#/y!S!S#.xX!R!R#-W!Q!Q#00AV ! P! P#+0#!0!0#*t!N!
N# 00 >sIM!M#oo=r!L!L#oo<q!K!K# &pIo@: ;= oUm#oo098m##009=8m#oo90Um###009 ; =8m#o
09 oUm##009=0Um#009 Sm#### 009] #01: #02; #03<0 ou#o4=a#o05>b#067?Cc#0
7@d#08A e#o0 9B f#o0:Cg#o0; D h#0<Ei #o=Fj#o0> Gk#0?H1#0090s#####
));d=0 H S O: for(x=y=0;x<8; ++
x)yl= d&(1<<u[x])?
1<< X:0,return
/* :9 */
y ; b

https://www.ioccc.org/2020/yang/prog.c
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/amena i1nstrukcii

x+y— —(—x+(-y))
xX—1y—x+(—vy)

xVy— (xAy)V (xBy)
xby — ("xAy)V(xA-y)



int do_stuff(int r){
int a 4;
int b

DWORD PTR [rbp-06x8],0x4
DWORD PTR [rbp-6xc],ex2
eax,DWORD PTR [rbp-0x8]
eaxX,DWORD PTR [rbp-©xc]
ecX,DWORD PTR [rbp-0x4]

DWORD PTR [rbp-6x10],eax

eax,ecx

ecX,DWORD PTR [rbp-0x10]
ecx

DWORD PTR [rbp-0x8],0x4
DWORD PTR [rbp-©xc],ox2
eax,DWORD PTR [rbp-06x8]
ecX,DWORD PTR [rbp-0xc]
edx,eax

edx, Ox

ecX,DWORD PTR [rbp-0x4]
DWORD PTR [rbp-0x10],eax
eax,ecx

ecX,DWORD PTR [rbp-06x10]
ecx

| y) + (~x)



MOVfuscator

<is prime=:
push ebp
mov  ebp,esp
sub  esp,Bx16
cmp  DWORD PTR [ebp+8x8].8x1
jne 86848498 <is prime+8xl3=
mov  eax,Bxb
jmp  88484ct <is prime+Bx5Z=
cmp  DWORD PTR [ebp+Bx8].0x2
jne 8684849 <is prime+0x26=
mov  eax,Bxl
jmp  88484ct <is prime+Bx52=
mov  DWORD PTR [ebp-8xd].0m2
jmp  88484be <is prime+Bxdl=
mov  eax,DWORD PTR [ebp+Bx3]
cdqg
idiv DWORD PTR [ebp-8xd4]
mov  eax,edx
test eax,eax
jne  B8484ba <is prime+Bx3d=
mov  eax,Bxb
jmp  88484ct <is prime+Bx5Z=
add DWORD PTR [ebp-0x4],B8x1
mov  eax,WORD PTR [ebp-8xd]
imul eax,DWORD PTR [ebp-8xd]
cmp  eax,WORD PTR [ebp+8x8]
jle  868484a6 <is prime+Bx2%9=
mov  eax,Bxl
leave
ret

https://github.com/xoreaxeaxeax/movfuscator



Vkladanie kodu

e Nadbytocny kod (garbage code)

e Nedosiahnutelny koéd (dead code)

e "Jednoduchy" spdsob ako oklamat AV
e Optimalizacia”?




Bogus Control Flow

entry:

Joretval = alloca 132, align 4

Joargc.addr = alloca 132, align 4
TJoargv.addr = alloca i8%%* align §

Joa = alloca 132, align 4

store 132 0, 132* %retval

store 132 %argc, 132* %arge.addr, align 4

Geld:

%1 = load i32* @x

%2 = load 132* @y

%3 =sub i32 %1, 1

%d = mul i32 %1, %3

%5 = urem 132 %4, 2

%6 = icmp eq 132 %5,0

%7 = icmp slti32 %2, 10
%8 =oril %6, %7

bril %8, label %9, label %33

T F

4

5%9:

%10 = alloca 132, align 4
%11 = alloca i32, align 4
%12 = alloca i%**, align 8
%13 = alloca 132, align 4
store 132 0, i32% %10
store 132 %arge, 132* %11, align 4
> store i8** %argv, 18%** %12, align 8
Fold = load i8*** %12, align 8
%15 = getelementptr inbounds i8%% %14, i64 1

store 18%* Targy, i18%** Gargy.addr, align 8

%0 = load 18*** %argv.addr, align 8

Toarrayidx = getelementptr inbounds 18%% %0, 164 1
%1 = load 18** %arrayidx, align 8

%ocall = call 132 @ato1(i8* %1)

store 132 Yecall, 132* %a, align 4

if .then: if .else:
store 132 1,132% %retval store 132 10, 132* %retval
br label %ereturn br label %return

return:

%3 = load 132%* %eretval
ret 132 %3

CFG for 'main' function

https://github.com/obfuscator-1lvm/obfuscator

Tol6 = load i8** %15, align 8
17 = call i32 @atoi(if* %16)
store i32 %17.132* %13, align 4
%18 = load i32* %13, align 4
Fel9 =iwcmp eqi32 %18.0
%20 = load i32* @x

%21 =load i32* @y

%22 = sub i32 %20, |

%23 = mul 132 %20, %22

%24 = urem 132 %23, 2

P25 = icmp eq i32 %24,0

%2 = ]ﬂdd 132* %31 ﬂ]ign 4 ".....--.... ::ig:::;?:):{{;l:%;gil .
%L’:mp _ lcmp eq 32 %2.0 ----"-..... br il '9?2?:ahul f;fczg,].-fm %33 F
br il %cmp, label %if .then, label %if else ""--...__ _ﬁ
. . ......."....... .c,-:;‘-;:..... sssssnfunnnnnnnnnsn

%34 = alloca i32, align 4

%35 = alloca 132, align 4

%36 = alloca i8**, align 8

%37 = alloca 132, align 4

store 132 0, 132* %34

store 132 %arge, 132* %35, align 4
store 8% Gargy, iI8*¥** 536, align 8
%38 = load i8*** %36, align 8

v

28

br il 9619, label %29, label %30

T F %39 = getelementpir inbounds 18** %38, 164 1

%40 = load i8%* -39, align 8
%41 = call 132 @atoi(i8* F40)
store 132 %41, 132* %37, align 4
%42 = load i32* %37, align 4
%43 = iemp eq i32 %42,0
br label %9
A EEEEEEEEEEEEEEEEEEEEEEEEEER

G20 Ge30:

store 132 1,i32* %10 store 132 10, i32* %10

br label %31 br label %31

%3l

T3 = load 132* %10
ret 132 %32

CFG for 'main' function

klon



Obfuskacné predikaty
(Opaque predicates)

e /aklad mnohych transformacii
o BCF, CFG Flatenning

e Mnoho sposobov konstrukcie

e /vyCajne ilnvariantne



Obfuskacné predikaty #1

1 (

0 != (x72 +xX +7) %

foo(x) rand( )



Obfuskacné predikaty #?2

(l foo(x)

Y = X % arr_size arril [0,1,2,3,4,5,6]

idx = arril[r]

[6I5I4l3I2I110]

arr2
var = arr2[idx]
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var == s 8 8



Control Flow Flattening




BCF + Flattening

F

https://eshard.com/posts/D810-a-journey-into-control-flow-unflattening



Obfuskacia konstant

f(x) = ax + b
} g(f(x)) = x

g = £2(-1)

E=x+y - (x||]y)-(x||]y)+ (lx) =0

C=9gx+y-(x||ly)-((x]||]y)+ (lx)+ £(C))

C = g(0 + £(C))
C = g(f(C)) = C




Obfuskdacia retazcov

e Textové retazce sa zakdduju pocCas kompilacie
e Do programu sa vlozi dekodovacia funkcia

e Najcastejsie XOR

e Vhodné kombinovat s dalsimi transformaciami




Diverzifikacia

e Pouzitie PRNG
e Seed --> determinizmus
o Vhodné pre testovanie
e Substitucie, nahodne vybrane bloky, predikaty
e Nahodny kluc¢ pre kodovanie retazcov




LLVM a obfuskacia

/droj Front End Optimalizacia Back End Program

Kompilator



LLVM 1R

define i32 @foo() {
entry:
%hadd = add i32 7, 42
hcmp = icmp sgt i32 %add, 56
br il %cmp, label %if.then, label %if.end

1f.then:

br label Yreturn

1f.end:

br label Yreturn

return:
hretval.0 = phi i32 [7, %if.then], [Jadd, %if.end]
ret 132 Jretval.O



LLVM a obfuskacia

e In-tree vs. out-of-tree LLVM Pass
e Generovanie IR a aplikacia transformacii:

S clang -S -emit-llvm source.c --> *.11
S opt -S -load libMyPass.so -my-pass-flag *.11 -o out.1l
S clang out.ll -o my_binary

e Generovanie CFG pomocou "opt -dot-cfg”

e Daldie uzitoéné prepinace:
-disable-O0-optnone --> pouzitie opt aj pri -00
-fno-discard-value-names --> zachova nazvy premennych



Open-source LLVM obfuskatory

e O-LLVM
o BCF, Flattening, Substitucia
e Armariris
o Retazce
e Hikari
o AntiClassDump, Objective-C, volania funkcii
e Kryptonite
o PoC, anti-debug

O-LLVM - https://github.com/obfuscator-11lvm/obfuscator
Hikari - https://github.com/HikariObfuscator/Hikari
Armariris - https://github.com/GoSSIP-SJTU/Armariris
Kryptonite - http://0verclOk.tuxfamily.orqg/bleg/?p=260



Vlastna implementacia

e Odolné predikaty v BCF

e MBA substiltucile

e Kodovanie retazcov lubovolnou funkciou
e Obfuskacia konstant

https://github.com/roman-oravec/obfuscation-passes



Metriky

e Odolnost (Resilience)

o cliselne metriky
e Potencila

o zhotovenie automatického deobfuskatora
e Vykon (Cost)

o benchmark



M1 - Pocet instrukcii

Potencla M2 - Kolmogorova zlozitost
Program SHA-512 AES QuickSort
Metric U1 H2 H1 H2 H1 M2
Substitution 1.37 | 1.07 | 1.09 | 1.04 | 1.23 | 1.03
Substitution x2 225 | 126 | 1.34 | 1.13 | 1.82 | 1.11
Opaque constants 266 | 1.86 | 3.29 | 240 | 3.76 | 1.96
String obfuscation 1 1.05 | 1.04 | 1.01 | 1.02 | 1.19 | 1.12
String obfuscation 2 1.09 | 1.05 | 1.02 | 1.03 | 1.35 | 1.16
Bogus Control Flow 3.52 | 223 | 428 | 349 | 7.18 | 3.40
Str 2 + Bogus 3.72 | 235 | 440 | 3.64 | 10.64 | 4.44
Str 2 + Bogus + Const | 14.26 | 8.08 | 19.16 | 16.23 | 32.43 | 12.27
All 2698 | 11.03 | 36.05 | 23.12 | 57.88 | 16.23
Reverse order 810 | 424 | 950 | 7.05 | 21.57 | 7.84




Vplyv

na vykon

Time [s]

Performance of SHA-512
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Vplyv na vykon

Performance of QuickSort

8.00 -
4.00 -
variable
2.00 - o All
= ——  All Reverse
E —— (Constants
i— 1.00 ~=- Substitution
—— Strings
—— None
0.50 -
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Vyhody a nevyhody vyuzitia LLVM

e Podporovane jazyky
o C, C++, Go, Haskell, Rust, Swift...
e Podporovane architektury
o x86, ARM, PowerPC, MIPS. ..
e Rozsiahle API
e Kompatibilita verzii






