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Motivace

• The Catch 2018
• CTFd

– “Můžeme už řešit úkoly pro 2.kolo?“
– ?...!!!!!!!!!!!
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Catched by enumeration…
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Jak být v obraze?

• SECURITY.md
– https://github.com/tensorflow/tensorflow/blob/master/SEC

URITY.md

• Watcher
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Jak být v obraze?

• Repository Watch
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Zranitelné závislosti
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Zranitelné závislosti
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Pokus s Apache Struts

• Co je Apache Struts?
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Proč zrovna v Apache Struts
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RCE zranitelnosti s dostupnými exploity
• CVE-2017-5638

– 2.3.x - 2.3.32 and 2.5. - 2.5.10.1
– https://www.rapid7.com/db/modules/exploit/multi/http/struts2_content_type_ognl

• CVE-2017-9805
– 2.1.2 - 2.3.33 and 2.5. - 2.5.12
– https://www.rapid7.com/db/modules/exploit/multi/http/struts2_rest_xstream

• CVE-2017-9791
– 2.3 – 2.3.32
– https://www.rapid7.com/db/modules/exploit/multi/http/struts2_code_exec_showcase

• CVE-2018-11776
– 2.3-2.3.33., 2.5-2.5.16
– https://www.rapid7.com/db/modules/exploit/multi/http/struts2_namespace_ognl
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Hledání v githubu...

• Jak detekovat? 
• Maven - pom.xml
• Github API
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Statistika

5%
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Statistika – top 52

17%
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And the winner is...
• Zdaleka ne všechno co 

odkazuje na zastaralou 
dependenci se dá zneužít

• Některé aplikace mají 
celkem legitimní důvody
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Vsuvka – OWASP Dependency Check
• https://www.owasp.org/index

.php/OWASP_Dependency_C
heck
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OWASP Dependency Check

• https://www.owasp.org/index.php/OWASP_
Dependency_Check
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Vsuvka – NPM – event-stream
• NPM (nodejs) 
• Do knihovny event-stream 

byl vložen kód na vykrádání BTC 
účtů cílený na Copay

• Dependency on 
flatmap-stream ...
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Co všechno se dá stáhnout...

• https://dfir.it/blog/2019/02/26/the-supreme-
backdoor-factory/

• Podvržená instalace JXplorer
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Co všechno se dá stáhnout...

• Powershell - akamai logs
t=1555893933 i=xxx.xxx.xxx.xxx ho=gist.github.com pa=/n-fukuju/8487308/raw/ccb42ef8ace78f9eb861780b0a6ac16fda62b8fa/progress.ps1
t=1556196762 i=xxx.xxx.xxx.xxx ho=github.com pa=/cybersecgit/PowershellMimiKatz/raw/master/Invoke-Adios.ps1
t=1556199582 i=xxx.xxx.xxx.xxx ho=github.com pa=/PowerShellMafia/PowerSploit/raw/master/Exfiltration/Invoke-Mimikatz.ps1
t=1556262099 i=xxx.xxx.xxx.xxx ho=raw.github.com pa=/krlmlr/r-appveyor/master/scripts/appveyor-tool.ps1

• .exe - akamai logs
t=1557655813 i=xxx.xxx.xxx.xxx ho=raw.github.com pa=/acalcutt/Releases/master/Vistumbler/VistumblerMDB/v10/Vistumbler_v10-6-
4.exe
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Open source ransomware
• https://github.com/tarcisio

-marinho/GonnaCry
• https://github.com/mauri8

70/ransomware
• https://github.com/BlackVi

kingPro/arescrypt
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Open source ransomware  II
https://github.com/search?o=desc&q=1ES14c7qLb5CYhLMUekctxLgc1FV2Ti
9DA&s=indexed&type=Code
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https://github.com/search?o=desc&q=1ES14c7qLb5CYhLMUekct
xLgc1FV2Ti9DA&s=indexed&type=Code
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Hesla

• https://github.com/search?q=removed+pass
word&type=Commits
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...ve velkém stylu
• https://github.com/lipe12/EGC/blob/3c51a18932dbe6ae96292ec08064b

7f7d800d785/EasyWebPlatFormAll/WebContent/WEB-
INF/xml/users%20-%20%E5%89%AF%E6%9C%AC.xml
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Command and control 
• https://blog.trendmicro.com/trendlabs-security-intelligence/new-slub-

backdoor-uses-github-communicates-via-slack/



Automated hybrid cloud workload protection via calls to 
Trend Micro APIs. Created with real data by Trend Micro 
threat researcher and artist Jindrich Karasek.
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Backup info
https://snyk.io/blog/ten-git-hub-security-best-practices/

Colourama pypi - typosquatting
https://medium.com/@bertusk/cryptocurrency-clipboard-hijacker-discovered-in-pypi-
repository-b66b8a534a8
NPM – crossenv
https://blog.npmjs.org/post/163723642530/crossenv-malware-on-the-npm-registry
Linux backdoor
https://freedom-to-tinker.com/2013/10/09/the-linux-backdoor-attempt-of-2003/
Event-stream
https://github.com/dominictarr/event-stream/issues/116#issuecomment-440927400
https://blog.npmjs.org/post/180565383195/details-about-the-event-stream-incident


