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Doporuceny software

» Oracle VirtualBox

» plus dostatek mista na disku (cca 12 GB)
> Volatility Framework

» Mandiant Redline
> Unixové utility

» strings, foremost
> Textovy editor na poznamky

> Nastroje na analyzu dokumentd, JS, ...

e



Prubeh tutorialu

> Uvod do problematiky, zprovoznéni VMM

> Nebude to o assembleru
» Ani o (de)obfuskaci malware
> Hledani ,podivnosti“ v systému

» Malware, rootkity, Windows
» Jednoducha forenzni analyza

» Nacvik hledani zdroje infekce
» To vse na prikladech (funkcni malware)!
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A jedna otazka...

» Jak dlouho zhruba trva, nez denné
aktualizovany antivirus najde virus/exploit,
kterym byl pocitac infikovan?

» okamzita detekce, zadné cekani!
> 1den
> 2dny
> tyden
> meésic
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Maly kviz na ivod/1

» Ktery z nasledujicich vird/malware pouzival
socialni sité pro své dalsi Sireni?
> Torpig
» Code Red
> TwitterNET
> Koobface
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Maly kviz na ivod/2

> Ktery z nasledujicich programu vyuzivaji
autori APT malware pro pristup do
napadenych systému?
» Back Orifice
> Poison lvy
> SpyEye
> Phoenix
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Maly kviz na uvod/3

> Vroce 2012 se objevil virus zameéereny na OS X
a vyuzivajici zranitelnosti v Jave. Ktery?

» SMSSend

> Battery Doctor
> JFake

> Flashback
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Maly kviz na uvod/4

> Které z nasledujicich systémovych volani by
pro svoji Cinnost mohl nejlépe vyuzit
keylogger?

> POP

> GetProcAddress
> GetAsyncState
> VirtualAllocEx
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Maly kviz na uvod/5

> Pokud by si chtél malware zajistit spusténi i
po restartu systému, pravdépodobné by
vyuzil:

HKCU\System\CurrentControlSet\Control\MediaProperties

%UserProfile%\ntuser.dat
HKLM\Software\Microsoft\Windows\CurrentVersion\Run

HKLM\SECURITY

v v v v
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Proc¢ analyzovat pamét?

» Je to zabava!
> Soucast zajisténi dukazu pfri vySetrovani

» Zména proti drivéjsSim doporucenim a postupiim
» Incident Response

-----

» Technické zjednoduseni problému reverzni analyzy

> Neni treba umét assembler a chapat anti-RE triky
» Casto mnohem rychlejsi nalazeni ddlezitych indikatord

e



Jak ziskat obraz pameti?

» Primy pristup k HW
» windd, fastdump, memoryze, ...
» obraz hybernovaného systému (hiberfil.sys)

» Vzdaleny pristup

» Encase, Mandiant Intelligent Response, Access Data FTK, ...
»> VMWare, VirtualBox, ...

» Casto jednoducha moznost ziskani paméti
> VirtualBox --dbg --startvm “MalwareVM” (a ndsledné .pgmphystofile)

> Komplikace
» nepodporovany OS (Linux, MacOS; 32bit/64bit)

» swap



Volatility Framework

» Open Source nastroj

» GPL licence
» Psany v Pythonu

» dostupny pro vSechny mozné platformy
» moznosti automatizace, pluginy, ...
» Umoznuje analyzovat pamét mnoha systém{

» Windows, Linux, MacOS, Android
» 32/64-bitové varianty
Prikazova radka

» Spousta prikladd, oficialni skoleni, velmi popularni, ...

e



Mandiant Redline

> Volné dostupny

> Nikoliv open source
» Pouze pod Windows (.NET)

» Sympatické uzivatelské rozhrani

> Dobre pouzitelné workflow
» Snadné vyhledavani, timeline, retézce
» Hodnotici systém procesll (mira podezrelosti)

> Nevyhody

» Analyza pouze Windows OS, horsi detekce datovych struktur
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HBGary Responder Pro

> Velmi obtizna dostupnost

> placena verze + ,community-edition” s obtiznou aktivaci
» Pouze pro Windows (.NET)
> Horsi stabilita
> Vyborny nastroj pro analytiky
» vizualni debugger, ,Canvas”
> ,Digital DNA“ —vyborny systém hodnoceni rizik
» Moznost analyzovat i pfimo binarky

» Neni soucasti dnesniho tutoridlu :(

e



Digital DMA Sequence Marme Process Mame Size Severity Weig
.El 04 D3 C500B4EE 00 54 ... |syshost.exe syshost, exe 114688

-") 005D 09014DF200B4... 9490432 [[[[]]]}
-] D50E3A 050D 3305 73... firetdi.sys System 139264 (11111}
-] OF 20 2200660903 1B ... hippssa.dl 61440 [[{]]1]
-[=5) 00 5A 6A00676C 0066 ... shel32.dl 12886016
-["| 00 5A 6A 0067 6C 0066... shel32.dl 12886016
-[] 005D 0900 5A6A 01 1E ... mso.dl 17330176
-{""] DO 5D 0% 00 54 6A 01 1F ... mso.dl 17330176
-[=5] 2480 AC 00 67 6C 00 86 ... memorymod-pe-0x75350000-0x7535b000 307200
-I"| 00 5A 6A 0067 6C 0066... shell32.dl 12886016
-["] 00 5A6AD0676C 0066 ... shel32.dl 12886016
-I"") 0D 5A 6A 0067 6C 0066 ... shell32.dl 12886016
("] DO 5A 6A 0067 6C 0066 ... shell32.dl 12886016
-] D0 5ABA00676C 0066 ... shel32.dl 12886016
-["] 00 5AGAD0676C 0066 .., shel32dl 12886016
-["| 00 5A 6A 0067 6C 00 66... shell32.dl 12886016
-[] 00 5AGAD0676C 0066 ... shel32.dl 12886016
-{""] DO 5ABA 00 676C 0066 ... shel32.dl 12886016
-] D0 SAEADDE7EC 006G ... shell32.dl 12886016
-I"| 00 5A 6A 0067 6C 0066... shell32.dl 12886016
-["] 00 5A6AD0676C 0066 ... shel32.dl 12886016
-\"") 00 5A 6A00676C0066... shell32.dl 17886016
("] DO 5A 6A 0067 6C 0066 ... shell32.dl 12886016
-] D0 5ABA00676C 0066 ... shel32.dl 12886016
-["] 00 5A6AD0676C 0066 .., shel32dl 12886016
-["| 00 5A 6A 0067 6C 0066 ... shell32.dl 12886016
-[] 00 5AGAD0676C 0066 ... shel32.dl 17886016
-{""] DO 5A6A 00 676C 0066 ... shel32.dl 12886016
-] D0 SAEADDG7EC 006G ... shell32.dl 12886016
-I"| 00 5A 6A 0067 6C 0066... shell32.dl 12886016
-["] 00 5A6AD0676C 0066 .., shel32.dl 12886016
-\"") 00 5A 6A00676C0066... shell32.dl 12886016
msemerecwmss.. dsd Responder Pro: DDNA
-] D0 5ABA00676C 0066 ... shel32.dl 12886016 ©
-["] 00 5AGAD0676C 0066 .., shel32dl 12886016
=l ooy & & P = . e MmN i ]



| Size Severity | Weight v
s | [ E]
9490432 i 3.8
139264 1 34.6
61440 1 325
12885014 29.8
12388015 2.3
17330175 28.6
17330175 28.5
307200 28.5
12836016 7.1
12888015 27.1
12388016 27.1
12386016 27.1
12386016 27.1
12885014 271
12888015 27.1
12388016 27.1
12386016 271
12386016 27.1
12885014 271
12888015 27.1
12386016 27.1
12386016 27.1
12386016 27.1
12885014 271
12888015 27.1
12386016 27.1
12386016 27.1
12836016 7.1
12836016 7.1
12888015 27.1
12386016
12386016
12386016
12385016
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Description:

Ba 98

Program appears to communicate over
the network using TCP/IP.

Ci17C
Program appears to communicate over
the network using TCPfIP. It appears to

use, check, or log the IP address of the
remote connection point.

16 24

Program is reading the memory of
another process. This is nottypical to
most programs and is usually only found
in system utilities, debuggers, and
hacking utilities.

DF 37

Program uses web or ftp addresses and
possibly URL's to access one or more
sites onthe Internet for downloading
files or posting up data.

35199

This module has the ability to
manipulate process tokens and their
privileges.

45 56

Programis deleting files using a shell
command.

F& E3

Process may inject or write data into
other processes.

21 E3

This module may attempt to shutdown
orrebootthe operating system.

der:Pro: DDNA

construct strings. This is highly
SUSpIiCious.
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Co budeme hledat?

Komunikaci s C&C/RAT

Skryté procesy

,Process/DLL injection”
Nestandardni/zndmé umisténi binarek
Nestandardni/znamé mutexy
Otevrené soubory/sockety

Zaznamy v registrech

Historii prikazového radku

Alternate Data Streams

e

vV VvV VvV VvV VvV vV VvV Vv v Vv

Klice, ...



Doporuceny postup analyzy

> Pouzivejte Internet (Google, virusTotal, ...

> Nezapomente si délat poznamky!

Co analyzujeme za systém (OS, verze, bitness)

Sitova spojeni (+ whois, atd.)

Procesy (skryté, viditelné, podivné nazvy, Casy spusténi a ukonceni, ...)
Mutexy (+ soubory)

Retézce (URI, %s, %d, domény, jména procest, user-agent, ...)

v vV VvV Vv Vv Vv

> Zavérecny report
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Volatility Framework

Napoveda

vol.py -h / vol.py plugin -h / vol.py prikaz --info
Informace o souboru s paméti pocitace

vol.py -f image.file imageinfo
Priklad volani jednotlivych modult Volatility

vol.py -f image.file --profile=profile prikaz
export VOLATILITY_LOCATION=image.file
export VOLATILITY_ PROFILE=WinXPSP3x86
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Volatility Framework — strucny prehled

psxview (vyhleddvani skrytych procesi)

apihooks

driverscan

ssdt / driverirp / idt

connections / connscan (WinXP, seznam otevienych spojeni)

netscan (Win7, vyhledavani otevienych sitovych spojeni/socket()

pslist / psscan (vypis procest ziskanych pres WinAPI vs. pfes EPROCESS bloky)
malfind / ldrmodules (hledani viozeného kédu + dump / detekce DLL)

hivelist (nalezeni a vypsani sloZek s registry) / hashdump

handles / dlllist / filescan (seznam soubor( / DLL files / FILE_OBJECT handles)
cmdscan / consoles (historie cmd.exe / console buffer)

shimcache (application compatibility info)

vV VvV VvV VvV VvV VvV VvV VvV VvV VvV VvV Vv Yy

memdump / procmemdump / procexedump
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Analyza: xp-infected.vmem

» Doporucené nastroje

> Redline, Volatility




Analyza: zeus.vmem

» Doporucené nastroje

> Redline, Volatility




Analyza: zeus2x4.vmem

» Doporucené nastroje

> Redline, Volatility




Forenzni analyza operacni pameéti?

» Foremost

» Nastroj na ziskavani soubort znamych typu z obraz(
disku/paméti

> Strings

> Retézce v paméti mohou byt uloZeny v rGznych kédovanich
(UTF-8, UTF-16)
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Analyza: bob.vmem

» Doporucené nastroje

> Redline, Volatility, Foremost, Strings




Analyza: homework.vmem

» Doporucené nastroje

> Redline, Volatility, Foremost, Strings




Odkazy, otazky, odpoved....

» Zajimavé zdroje Cteni kolem (analyzy) malware

» http://www.kernelmode.info/forum/viewtopic.php?f=16&t=2680
» http://contagiodump.blogspot.com/
> Twitter!



http://www.kernelmode.info/forum/viewtopic.php?f=16&t=2680
http://www.kernelmode.info/forum/viewtopic.php?f=16&t=2680
http://contagiodump.blogspot.com/
http://contagiodump.blogspot.com/
http://contagiodump.blogspot.com/
http://contagiodump.blogspot.com/

Dékuji za ucast i za vasi pozornost!

vaclav.lorenc@gmail.com

@valorcz
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