o) avast!
be free

Co kdyz zavirovani telefonu
neni nejhorsi vec, ktera se
vasemu mobilnimu
spolecnikovi muZe stat?

Filip Chytry
Malware Analyst



Uz jste slyseli o Androidu?

."\“

| fixed It!




0O cem ze to vsechno bude?

Trendy mobilnich utokd

Ztraty mobilnich zarizeni
a rizika z toho plynouci

BYOD
Avast AntiTheft
NFC

Cilena reklama



Trendy mobilnich Gtoku #1

* Mobilni boom pokracuje
— 1.000.000.000 Android zarizeni v roce 2013
— i0S, Windows Mobile
— Nizké povédomi uzivatelu
— Vykon a technicka slozitost zarizeni
— Rizika pripojeni do internetu
— Soukromi




Trendy mobilnich Gtoku #2

 Utoky mifené na ziskani penéz
Ci osobnich informaci
* Sofistikovany malware posledni doby

— Ransomware
— Android:Obad
— CVE-2013-4/87

— Hesperbot
* Malware z originalnich marketu




Rozvoj malwaru na Android

v poslednich letech
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Nejvice videné detekce

Number of detections
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Typy malwaru #1 - ,,FAKE APPS*

* Fake apps — falesné aplikace
— Originalni aplikace infikované malware kodem

— Casto schované za dobfe zndmymi aplikacemi
(Avast, Angry Birds, Bad Piggies atd.)

— Velké moznosti zneuziti
— Spam
— Kradeze dat
* Kontakty, telefonni Cisla, hesla atd.



Typy malwaru #2 - ,,SMS SENDERS"

 SMS sender — odesilani SMS
bez védomi uzivatele
—Mohou byt soucasti Fake apps
— Odesilani placenych SMS

— Casto kompletné skryty proces

* VV nekterych pripadech je nutna
interakce uzivatele

— Casto si uZivatel véimne, Ze je néco §patné
az pri mesicnim vyuctovani



Typy malwaru #3 - ,,SPY APPS"

* Spy apps — spehovaci aplikace
—Neéekteré mohou byt i legalni
* Potencionalni riziko

—Monitoruji chovani uzivatele béhem
pouzivani telefonu

—Zaznamenavaji GPS souradnice

—Zneuziti dat pri cilené reklamé



N ONI PV

Sofistikovanejsi Malware

Nové moznosti malwaru

Obdobny vyvoj jako historicky na platformeé
Windows

Snadnéjsi zneuzitelnost
Nemoznost mazani ,normalni“ cestou
Moznosti spravce zarizeni



Ransomware - Fake Avast! #1

* Social engineering

 Objevenyv z

ari 2013

* Vydava se za Avast Antivirus!

</application>

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

lanifest>

android:
android:
android:
android:
android:
android:
android:
android:
android:

name="android.
name="android.
name="android.

name="android
name="android

name="android.
name="android.
name="android.
name="android.

permission.
permission.

permission

.permission.
.permission.

permission

permission.

permission
permission

RECEIVE BOOT COMPLETED" />
CHANGE NETWORK STATE" />
.ACCESS_WIFI STATE" />
INTERNET" />
CHANGE WIFI STATE" />
.UPDATE_DEVICE STATS" />
WAKE LOCK" />
.ACCESS_NETWORK STATE" />
.READ PHONE STATE" />



Ransomware - Fake Avast! #2

Nazev baliku com.avastmenow

GC_CONCUEEENT freed 1243K, 44X free J3826KA18373K, external 3123KF

ns
DexIny: —-—— BEGIH ' /data/app/com.avastrnenow—1.apk’
Hexﬁpt: load 11l6ns, wverifytopt 485ms

exInw: ——— EHDI /data/a§¥/cun auastnenuu—l.apk’ {success)
73): Feceivers: core artBooRec
i

ive
73): Activities: com,avastmenow.3tartActivity com.avastmenow.Li

Obsah .Apk baliku
— AndroidDefender
— DrWeb

&

100 e

adef_icon

blue_button_pressed.9



Ransomware - Fake Avast! #2

* Dekompilujeme

ArrayList localArraylist = new ArraylList():
localArraylList.add ("Android/TrojanSMS.Agent.NB.Gen");
localArraylList.add ("Android-Trojan/Agent”);
localArraylist.add ("Android:Agent-AHS (Tr3]"):
localArraylList.add ("Android.Lijo.A");
localArraylList.add ("AndroidOS/GenBl.147C189D!0lympus”™);
localArraylist.add("UnclassifiedMalware”);
localArraylList.add ("Android.SmsSend.730.origin");
localArraylist.add("a variant of Andrcid/TrojanSMS.Agent.NB"):;
localArraylist.add("Trojan:Android/SmsSend.AE");
localArraylList.add ("Android/SMSSend.AZ");

this.listView = ((ListView)findViewById(2131099653)):



Ransomware - Fake Avast! #2

* Dekompilujeme

ArrayList localArraylist = new ArraylList():
localArraylList.add ("Android/TrojanSMS.Agent.NB.Gen");
localArraylList.add ("Android-Trojan/Agent");
localArraylList.adq|("Android:Agent-AHS [TIJ]")F
localArraylist.add ("Android.Lijoc.A");
localArraylList.add ("AndroidOS/GenBl.147C189D!'0lympus”™);
localArraylist.add("UnclassifiedMalware”);

localArraylList.add ("Android.SmsSend.730.origin");
localArraylist.add("a variant of Android/TrojanSMS.Agent.NB"):;
localArraylList.add("Trecjan:Android/SmsSend.AE");
localArraylist.add ("Android/SMSSend.AZ");

this.listView = ((ListView) findViewById(2131099¢€53)):;




Ransomware - Fake Avast! #3

Uklada nazev a ID zarizeni

Vse odesila informace na
— tube8androidapp.net (184.75.254.73)

Skryva se za PornHub

Mutace AndroidDefenderu
— Pravdeépodobné prvni FakeAv na Android




Ransomware - Fake Avast! #4
screenshoty

A Error
Porn el Connect error. At first you

must be checked for viruses.

IT MAKES YOUR DICK BIGGER
& YOUR PUSSY WET

| Connect to PornHub




Ransomware - Fake Avast! #5

_?c'\f avast!

About

This is an automated Avast scanner only.
We detected viruses on it. Your device is in
danger and is now blocked for security
reasons.

To unlock your device and to buy Pro

version of Avast procced to the next screen.

screenshoty

o]l avast!

On your device were found the following
malware:

Information Clear

How to unlock your device.

Take your cash to one of this |
retail locations: ‘
wamart-© K 8 [ |

CViphmmaey  Ulslpesnas

2 Get a MoneyPak and
purchase it with cash at the

@ MoneyPak T il

Come back and enter your |
MoneyPak code to unlock |
your computer (5 attempts |
available) \

To unlock your device and avoid
other legal consequences you are
obligated to pay a fine of $100.
Payment of the fine is done by
GreenDot MoneyPak payment
voucher. After payment is made
your device will be unlocked and
legal actions will not be taken.




Android:Obad #1

58 7 O % @8 18:17

¢ An d ro | d . O ba d i® com.android.system.ad...

—_— O bJ eve n V po | OV| n é ée r‘vn a 20 1 3 Do you want to install this application?
Allow this application to:

— Multifunkcni Trojan * Your messages

edit SMS or MMS, read SMS or MMS,

receive SMS

—_— DeVICG admlnlstrator Network communication

create Bluetooth connections, full
Internet access

* Drive nebyla nikdy zneuzita Your personal information

read contact data, read sensitive log
data

— Cely proces bézi na pozadi Storage

modify/delete SD card contents

Phone calls

- S ko ro n e m Oi n é S m a Zat intercept outgoing calls, read phone

state and identity

Services that cost you money
directly call phone numbers, send
SMS messages

System tools

Cancel




Android:Obad #2

e Kompletné kryptovany kod

 Malwarové chovani
— Zasilani placenych SMS

— Stahovani a instalace .@(nvost!
dalsich baliku

— MO?HOSt Proxy serveru com.android.system.admin

has been reported as malware

— Sbér dat o uZivatel; (&ndroic QbadsS il

Uninstall ,.




Android:Obad #3

* Pozadavek na 24 opravnéni

xmlns:android="http://schemas.android.com/apk/res/android">
<uses-sdk ="1" ="17" />
<uses-permission ="android.permission.RECEIVE BOOT COMPLETED" />
<uses-permission ="android.permission.READ LOGS" />
<uses-permission ="android.permission.WAKE LOCK" />
<uses-permission ="android.permission.READ PHONE STATE" />
<uses-permission ="android.permission.PROCESS_ OUTGOING CALLS" />
<uses-permission ="android.permission.READ EXTERNAL STORAGE" />
<uses-permission ="android.permission.WRITE EXTERNAL STORAGE" />
<uses-permission ="android.permission.ACCESS WIFI STATE" />
<uses-permission ="android.permission.CHANGE WIFI STATE" />
<uses-permission ="android.permission.ACCESS NETWORK_ STATE" />
<uses-permission ="android.permission.CHANGE NETWORK STATE" />
<uses-permission ="android.permission.MODIFY_ PHONE STATE" />
<uses-permission ="android.permission.WRITE SECURE SETTINGS" />
<uses-permission ="android.permission.WRITE SETTINGS" />
<uses-permission ="android.permission.INTERNET" />
<uses-permission ="android.permission.BLUETOOTH" />
<uses-permission ="android.permission.BLUETOOTH_ ADMIN" />
<uses-permission ="android.permission.ACCESS_BLUETOOTH SHARE" />
<uses-permission ="android.permission.RECEIVE SMS" />
<uses-permission ="android.permission.SEND SMS" />
<uses-permission ="android.permission.READ SMS" />
<uses-permission ="android.permission.WRITE SMS" />
<uses-permission ="android.permission.READ CONTACTS" />
<uses-permission ="android.permission.CALL PHONE" />
<application =".COcCccl">

<activity ="System" =".CCOIoll">



Android:Obad #4

e Administrator zarizeni
— Novinka na poli Androidiho Malware
— Zajisténi nemoznosti snadné odinstalace

<recelver ="System" =".0Cl1CoO" ="android.permission.BIND DEVICE ADMIN">
<meta-data ="android.app.device admin" ="@xml/ccclocc" />
<intent-filter>
<actlon android:name="com.strain.admin.DEVICE ADMIN ENABLED" />
</intent-filter>



Android:Obad #5

* Rozbaleni .APK do Java Archive (JAR)

* Dex2Jar nejcasteéji pouzivany decompiler
— Vyuziti chyby
— Dalvik bytecode vs. Java bytecode

— Nemoznost pouziti

* Antiemulacni triky



Android:Obad #6

 Sifrovani retézc(

* Odkazy pres nekolik poli

— Rozbaleni
— Rozdéleni do nékolika dalsich trid

— Znovurozbaleni pomoci MD5 ‘... oo - cness

= paramInt2 + 40;

int j = paramIntl + 75;

— Rozbaleni URL adresy el skteeEyes - v bre(s)

int m:
if (array0fBytel == null)
¢ / o
AndrOfOX.Com Ioad. ph p for (int n = paramTnt3; ; n = array0fBytel[paranInt3])
{

paranInti++;

1= -4 + [m+ n);
arcay0fBytez(k] = (byte)]:
8 H

if (k »>= i)

return new StringarcaylfByteZ, 0);
me= 5

b



Android:Obad #7

e Komunikace s tvurci

— IMEI, telefonni Cislo, zustatek u predplacené karty,
opravnéni spravce zarizeni atd.

e Stazeni infekCniho baliku

— DesSifrovani
* Vyuziva jako kli¢ ¢ast kédu ze stranek facebook.com

app":2,"bt mac":0, "simOpName":"Beeline”, "numbh" : Mhkokkdodokd T Mgk {1, Mimed M Mkekekodeokododedodode deodeododeode
"simCo":"EBeeline", "conf": | "key dis":"", "key con":"", "key url":"", "aoc time":"30",
"key cip":"2585c63679df4594d58668£25£18£5de", “url“:[“http:\f\fwww.andrcfc#.com\fload.php“,
"hittp:\/\/www.androfox.tk\/load.php"] }, "aocce":[], "kalanceTime":1368813058158, "bkalance":"1200"

"system":"no", "time™:13688130%8158, "=imOp":"Beeline™, "netOp":"Beeline", "rooted":"no",



Android:Obad #8

* Pravidelné navazovani spojeni se serverem
a kontrola:

— Odesilani textovych zprav
— Kontrola zustatku na uctu
— Proxy

— Otevirani adres

— Stazeni a instalace ~
— Odesilani informaci o telefonu

— Vzdalené ovladani
— Odeslani souboru pres BT




Android:Obad #9 Screenshoty

1 com.android.system.ad...

-~
F'| System

Do you want to install this application?

Allow this application to: Attention! To install the application, you

e Your messages " need to admin access!
edit SMS or MMS, read SMS or MMS,
receive SMS

Network communication Activating this administrator will allow the app
create Bluetooth connections, full com.android.system.admin to perform the
Internet access following operations

Your personal information
read contact data, read sensitive log e Lock the screen

g Control when your device locks, requiring
Storage that you re-enter your password
modify/delete SD card contents

Phone calls
intercept outgoing calls, read phone
state and identity

Services that cost you money
directly call phone numbers, send
SMS messages

System tools

'ﬁl com.android.system.ad...

Cancel Install

Cannot uninstall: this package is an
active device administrator.

Manage device administrators




Android:Obad #10 Jak se ho zbavit?

- Jak se ho zbavit? Jefovast

— Avast mobile security

com.android.system.admin

— Tovarni nastaveni has been reported as malware

_ Dal¥ tooly (Android:Obad-A [Trj]).

]
Uninstall Info




CVE-2013-4787

Android ,Master key Vulnerability”

— zneuziti oveérovaciho mechanismu

Moznost zneuziti od verze Androidu 1.6 a vyse
— Priblizné 1 miliarda zarizeni

Infekce jakymkoliv kodem

Google informovan v unoru 2013



CVE-2013-4787 - jak funguje overeni?

Kde aplikace ziskava podpisy?
Kde je ziska PackageManager?
Odkud pochazeji?

Jak funguje ovérovani?



CVE-2013-4787 - jak to funguje?

* Oveéereni a instalace krok po kroku
— .APK balik

e Dva soubory stejny nazev baliku a trid, ale jiny
»infikovany“ zdrojovy kod

Rozbalit .APK
Extrahovat soubory .dex

Vlozit ,infikovany“ .dex soubor
Zabalit



CVE-2013-4787 - rizika?

« Sifeni pfes oficidlni markety Google Play
* |Infikovani aplikace s vysokymi pravy

— Napriklad Cisco AnyConnect

— Ztrata a kradez dat

— Zasilani placenych SMS
— Kompromitace firemnich dat



Hesperhot #1

Objeven v zari 2013

Multiplatformni bankovni Trojan
Hlavni vyskyt Turecko, Ceska republika
Spy, Phishing, Spam
cpost@ceskaposta.net

zasilka.pdf.exe


mailto:cpost@ceskaposta.net

Hesperbot #2

Sledovani zasilky

Kontrola OS zarizeni

SMS obsahujici URL na .APK

Transaction authentication number - TAN
Cekani na SMS

Vzdalené rizeni

VNC



BYOD - ,,Bring Your Own Device”

e Kompromitovani firemni sité

— Zameéstnanci dostavaji a nebo si nosi vlastni
zarizeni
e Skoro nemozné hlidat bezpecnost

* Nahodné ztraty dat
* Cilené utoky

— Nahravani

— Kradeze dat

— Kradeze pristupovych udaju




BYOD - krok za krokem

Co chceme branit a proc?
Kdy a kde se muze utok stat?
Mame dostatecnou ochranu?
Jaka jsou rizika?




BYOD - Co chceme branit a proc?

» Jaké data/majetek stoji za to chranit?
e Jaky bude dopad?

— Data, penize, soukromi, hesla
— Transakce a procesy

— Inovace, algoritmy

— Poveést, duveéra zakazniku

— Zdroje



Kdy a kde se muze ttok stat?

* Na co se nejcasteji cili?
— Datova uloziste
— Pripojeni k back-end serverim
— Pripojeni ke sluzbam tretich stran
— Infikovany uzivatel
— Web browsery a exploity
— Komponenty tretich stran



Mame dostatecnou ochranu?

* Hlavni utoky na mobilni zarizeni
— Unik dat vyplyvajici ze ztraty nebo kradeze zafizeni
— Neumyslné zpristupnéni udaju
— Zneuziti vyrazenych smartphonu
— Phishing utoky
— Spyware utoky
— Financni utoky skodliveho softwaru

zdroj: European Network and information Security Agency (ENISA)



BYOD - modelovy priklad

Nezodpoveédny zameéstnanec ==)
Mobilni pristroj neustale sebou
Obsahuje firemni data

Trvale online
Obcas stahne aplikace z neovéerenych zdroju
/trati telefon jednou rocné

Heslo: 123456789



Kdo mi ukradl telefon?




BYOD - jak branit firemni data?

* Mobile-device-management
— Cervenec 2013 — Google management
— Moznost vzdalené spravy telefonu
— Mazani dat
— Vzdalena sprava
— Avast AntiTheft!

| pro soukromé ucely



Avast AntiTheft 3.0

BackUp vasich dat
Geofence
Zamknout/Odemknout
Ziskat data ] sshons

Vyfotit zlodéje

Spustit Alarm

Zjistit polohu



ADS - reklamni aplikace

* Reklamni aplikace

— Vétsina z nich je legalni

< USB connected

- Add‘ons doplnék Select to copy files to/from your compuiis
legitimnich aplikaci & Tap to enable lock
Lock disabled till 4:42 PM 4:32 PM
— Mohou byt pekné otravne -

ye¢ Full Length TV Shows!
Watch One Now! (apushx.com to optot 4:30 PM

* |In app reklamy

* Out app reklamy
— Vétsinou v bezplatnych aplikacich



NFC - potencionalni hrozbha? #1

* Prudce se rozsirujici ,,novinka“ poslednich let
* Google wallet
e Komeréni banka, CSOB a jiné...

* Potencionalni rizika
— Stazeni nezadouciho balicku
— Zachyceni prenosu
— Manipulace s daty P



NFC #2

Tag ID (hex): f5 cc el cf
Tag ID (dec): 5873256342
ID (reversed): 908458166

Technologies: IsoDep, MifareClassic, NfcA,
NdefFormatable

Mifare Classic type: Classic
Mifare size: 1024 bytes
Mifare sectors: 16

Mifare blocks: 64



NFC - zneuziti v praxi? #3

Vzdalenost v radu centimetru
Odeslani kratkého tagu
Vyuziti zranitelnosti

Pri vetSim balicku spojeni pres BlueTooth
Vzdalené ovladani




Jak se branit infekci?

Pouzivat jen originalni markety!
— Ani to ovsem neni 100% reseni.
Kontrolovat prava aplikaci
Nastaveni BYOD politiky

Pouzivat Antivirus




Avast! mobile security #1

Jeden z nejvice pouzivanych AV na svete
Nejlepsi skore na Google Play ze vSech AV

Jeden z nejlepsich podle nezavislych
AV testeru -

Obsahuje Avast Anti-Theft zdarma

— Vzdalené rizeni telefonu My Avast! Account
— Sledovat, blokovat, vymazat telefon



Q&Mailwk

Questions & Maybe answers if | will know

Otazky & mozna odpovedi

Filip Chytry

Malware Analyst o avast!

be free



