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Pozadavky plynouci z bezpecnostnich hlaseni

 tradiCni zpUusob® ovéfovani moznych anomalii
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May 5 G&:32:38 host postfix/locall[éddd]: BATISZEE1AC: to=<vonasekighost_domain_cz=, relay=lecal, delay=5.7, delays=0.03/0
sn=2.0.0, status=sent {(delivered to command: fusr/bin/maildrop -d S{USER})

May 5 95;35:13 host postfic/pickup[5758): CA4ASZES194: uid=65534 from==nobody=

May 5 95:35:13 host postfix/cleanup [6614] @ CAAASEE194: message-1d=<20090505043513 . CA4AS EE]194ihost . domain. cz~

May 5 0&8:35:13 host postfix emtp[BEL1E]: CAJRRZEELY]: to=<vonasekidomain.cz=, relay=mail.domain.cz[195.113.144.234]:25, d
. delays=0.06/0/3/0.04, dsn=2.0.0, status=sent (250 Ok: guewed as 3CBCILEESEA)

postfin/smtpd[6617]: connect from mail.domain.cz[195.113.144.334]

postfic/smtpd[G6L7]: DFDDAZEELAC: clisnt=mail.demain.cz[195.113, 144, Z234]

postfix/cleanup [6614] @ DFODAESLAC: message-id=<20090505043513  CAAASEEL9dithast . domain. cz=
postfix/smtpd[G617]:
spamd [ 10767] :
spamd [ 10767 ]
spamd [ 10TET ]
spamd [ 10767 ] :
spamd [ 10767 ]
7.2, rhost=localhost, raddr=127.0.0. 1, rport=4217 2, nid=<20090505043513 . CAJASERL9dihost . domadin . ¢z, bayes=0, 000029, autolearnd
May 5 06:35:14 host spamd[5603]: prefork: child states: II

spamd ;
spamd ;
spamnd
spamd :
spamd ;

discannect from mail.domain.cz[195.113. 144, 234]

cannection from localhost [127.0.0.1] at port 42172

setuld to wonasek succeeded

processing message =20R90505043513. CA4ASEE194hast .domain. cz» for vonasek :1860
clean message (-2.6/7.0) for vonasek:1000 in 0.4 secands, 1240 hytes.

result: . -2 - AWL,BAYES_OB scantime=0.4,s5ize=1240,user=vonasek,uid=1000, requin
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PozZadavky plynouci z bezpeénostnich hlaseni |

« tradiCni zpusob® ovéfovani moznych anomalii postihne
sice presne (neni-li uzel kompromitovan), ale pouze velmi
malou podmnozinu udalosti - co ,nedotece” k mistu
pozorovani, to ,neexistuje”

* plosnym sledovanim IP provozu jsme schopni zachytit
deje v cele IP siti
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Pozadavky plynouci z bezpecnostnich hlaseni

e CO je pozadovano ?

A. potvrdit nebo vyvratit fakta specifikovana v
bezpecnostnim hlaseni v mire, v jake je to na urovni
informaci o provozu mozné

* hlaseni zpravidla obsahuje presne vymezeni a typ
udalosti

— porusSeni uzivacich prav (konkrétni
zdokumentovany priklad)

- systematické agresivni utoky (DoS, DDoS,
,network scanninng”, slovnikove utoky, TCP SYN
flooding..)

- cile podsunuté v ramci phishingu



Pozadavky plynouci z bezpecnostnich hlaseni
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» napriklad verifikace - ploSny ms-sql-srv scan ve
vymezenem obdobi z dané |IP adresy...
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Pozadavky plynouci z bezpecnostnich hlaseni

e CO je pozadovano ?

B. pokusit se na zaklade indicii specifikovanych v hlaseni
nalézt na urovni provoznich informaci relevantni
informace, vCetne plosného rozsahu a vymezeni v Case

e ramcoveé, neurcité vymezeni udalosti

« zpravidla je treba nalézt jaka je podstata nebo
rozsah problemu

- ,chova se to ngjak divne*®

- podezreni na kompromitovane uzly site

- hledani zpusobu jakym byl uzel kompromitovan
- hledani rozsahu pruniku do sité
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Pozadavky plynouci z bezpecnostnich hlaseni

e napriklad mozny rozsah distribuce phishing mailu z
hlediska komunikace na MTA v siti..

= Subject: Online Banking Alert

|
Dot iifiiz’iaféﬁéif@eceived: from mail.bradcowisp.com (mail.bradcowisp.com [64.122.54,.233])

To: wEcesnet. cx

—

——
Bank of America ,/Higher Standards

<]

 —

Online Banking Alert

0 SrelP Dst-[P Pkts measured ° FlowStart ~ FlowEnd  Sre-Port Dst-Port Protocel

Need addition car valued Customer mail bradcowisp.com mailgw.vn.cz ) 090429 09/0428 ; ’
wplothominue oo VTLed Gt Damsms | wsusoes 0P (WI08 ysssen spasss [0 s ®
information? During our regularly schedule

_— procedures, we have detected
SignIn »»

This might be due to either o 2

i i | ) r
mail bradeowisp.com mail.cesnet.cz | o 8,000 B 09/0429 00/0429

7 7
54197 5493 195113144098 P 1LIL1878 11L1e7g o0 sutp(2d) tep (O

1. A recent change in your pe
address) .

2. Submiting invalid information during the initial sign up process.

3. An inability to accurately wverify wyour selected option of payment dues
to an internal error within our processors.

AS & result, we require wyou to click the Tink below and contirm your
account information.

Click here to continue

However, IT your account information is not confirmed and wverified
within a certain period of time then vyour ability to access your account
would become restricted.

Thank you

sign
in to online Banking

. . # OLlympic Logo
Bank of America, MN.A. Member FDIC. Egual Housing Lender

& 209 Bank of America Corporation. ALL rights reserwved
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Pozadavky plynouci z bezpecnostnich hlaseni

* jsou k dispozici informace o |IP provozu ?

jak vznikaji ?

co obsahuji ?

» kde se daji ziskat ?
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Provozni informace na bazi IP toku

« |P sit’ (resp. vrstva) — princip pfepinani paketu

- prenasené datove bloky (pakety ~ datagramy) nesou
informaci nutnou k prenosu na cilové misto

- uzel pfipojeny k siti muze v principu komunikovat s
jakymkoli jinym pfipojenym uzlem — zajistuje funkce site
(zpravidla existuje vice moznych cest pro prenos mezi
dvéma uzly)

! l <€ paket <€ paket < paket
= paket B» paket | paket P» |paket B

r.-' ?

paket [
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Provozni informace na bazi IP toku |

* sledovani IP provozu — perspektiva pohledu na IP sit

IP cesta
IP cesta
IP cesta
IP t
/[IP uzel cesta
IP uzel
[IP uzel] IP ces
IP cesta /

IP cesta\

IP uzel]
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Provozni informace na bazi IP toku

e provozni informace jsou vytvareny z udaju
ziskanych z prenasenych datovych bloku
(datagramu)

* puvodni koncept - NetFlow (Cisco Systems Inc. ™)
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Provozni informace na bazi IP toku i'

 priklad struktury datového bloku (ethernet ramec),
analogie s vrstvami site

e ...a datova oblast zdroje provoznich informaci

Ethernet Efgefst?ttaéfﬁt:;?ar;sskﬁprlklad.htm HTTP/1.0 Cthernet
hlavicka: Accept: text/html chybowy
MAC addresy Accept: #/* soucet
EdrnjE,EﬂEJ... User Agent: FireFox (FCS)

HTTP protokol
TCP segment
IP datagram

Ethernet ramec (frame)
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Provozni informace na bazi IP toku i'

« provozni informace — vztah k ochrané soukromi uzivatelu

- pouze technologické identifikatory

— zadna vazba na osobni identifikatory

- zadne informace z oblasti ,uzivatelskych dat” datového
bloku

Ethernet
chybowy
soucet
(FCS)

Ethernet
hlavicka:
MAC addresy
zdroje,cile, ...
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Provozni informace na bazi IP toku
e provoznich informace — zakladni vlastnosti

- vybrané informace z hlavicky datagramu TCP/IP

—1j. informace o jednosmérném toku

- vytvoreny zaznam docasné uchovan v pameti

- modifikovan s kazdym datagramem (paketem)
prislusnym danému toku

- postupné vznika agregovana informace o provozu

— mira agregace je dana casem po ktery je informace
doCasné drzena v paméti a mnozstvim paketu
prislusnych danemu toku prenesenych v tomto
iIntervalu
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Provozni informace na bazi IP toku
e provoznich zaznam — struktura

A. identifikatory toku
 zakladni veliCiny identifikujici tok
- |P adresy zdroje, cile, prenosovy protokol, Cisla

portu (v zavislosti na protokolu)

— identifikatory rozhrani (zarizeni, které data prenaselo
a vytvorilo provozni zaznam)

- Cisla AS zdroje a cile resp. sousednich (zavisi na
dostupnych informacich)

— pristi IP uzel z hlediska prenosu

- vSechny pakety prislusné danemu toku maji tyto
udaje stejné - identifikator toku
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Provozni informace na bazi IP toku

e provoznich zaznam — struktura

B. objemové ukazatele, Casoveé informace

— celkovy objem toku
« pocCet bytu, paketu
- rozsah toku v Case
e Cas prvniho paketu
 Cas posledniho paketu
...V ramci agregacniho intervalu

- agregované udaje, jsou modifikovany s kazdym
dalsim paketem prislusnym danému toku
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Provozni informace na bazi IP toku

e provoznich zaznam — struktura

C. atributy toku

- napr. Type of Service bity z IP hlaviCky
- TCP flags

...logické OR na jednotlivych bitovych pozicich pres
vsechny pakety prislusné danemu toku

- agregovane udaje, mohou byt modifikovany s
kazdym paketem prislusnym danemu toku



DECESNET

Provozni informace na bazi IP toku

e provozni zaznam — ,cyklus zivota®
— zaznam o toku vznika s prvnim paketem toku (v ramci
agregacniho intervalu)

- drzen v misté vzniku ve vyrovnavaci pameti (...a ménén
s kazdym paketem toku...)

— PO expiraci (pfirozena nebo nucena) je zaznam
exportovan do mist zpracovani (na tzv. kolektory)

- zpravidla pomoci UDP
- jednim z nékolika exportnich formatu
e pevny format — napr. v1, v5, v7 (Castecné se lisi
obsahem, zakladni struktura stejna)
 otevreny — v9 (RFC 3954)

» export informaci o struktufe zaznamu + export
zaznamu s identifikatorem odkazujicim na
prislusnou strukturu

* IPFIX (RFCs 3917, 3955, 5101-3)
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Zdroje provoznich zaznamu na bazi IP toku

« technologicke cCleneni

« smérovace (napf. Cisco, Juniper)

 specializovane sondy (napf. FlowMon - CESNET
z.s.p.0™)

« SW reSeni (napf. tcpflow)
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Zdroje provoznich zaznamu na bazi IP toku d'

e cClenéni podle charakteru

e uzel”
e sonda”“

sonda s odbocenim
(napf. splitter)

o uzlovy typ
(informace

’. > 0 pFesmérovanf)
'/

sonda prdchozi

sonda na span portu
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Zdroje provoznich zaznamu na bazi IP toku

e rozmisténi“ zdroju provoznich zaznamu
e izolované +,-7?

NetFlow

probe T
""-'.-

NetFlow

probe

WAN/MAN/ISP

G LA UserCustomer

NetFlow
prabe

WAN/MANJISP
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Zdroje provoznich zaznamu na bazi IP toku ﬂ'
e rozmisténi“ zdroju provoznich zaznamu
o plosné* +-7?

usersfcustomers
MetF

/
colle] MNet L

coll MNetFlow h— M A L LI link
collector - H o LR
/ c:be

....r-:..

MetFlow

usersfcustomers probe

MNMAN/MAN/ISP .
= ‘::""‘-u._
4 :
o \-\
[ :I
__.I'
\\ :I_l
usersfcustomers f/,f’f
>

Lusers/customers

usersfcustomers
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Zdroje provoznich zaznamu na bazi IP toku |

e rozmisténi“ zdroju provoznich zaznamt v NREN CR - siti
CESNET2 v ramci plosného souvislého sledovani IP
provozu

- obvod pomysineé hranice IP/MPLS patere
- smerovace v hranicnich PoP

- vétSina provozu zpravidla ,teCe” pres vice zdroju
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Zdroje provoznich zaznamu na bazi IP toku |

e export provoznich zaznama v NREN CR - siti CESNET2 v
ramci plosného souvislého sledovani |IP provozu

- systém FTAS (vyvijen sdruzenim CESNET)

e distribuované zpracovani provoznich zaznamu na
bazi IP tokU

~

BMS-IX

\

GEANT2

y £ '.r" Frah %\:\
o ey

Public Internet ACONET BI‘E(HBU'.{EHMI:&
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Objemy provoznich zaznamu na bazi IP toku

* mnozstvi vytvarenych zaznamu
— zavislost na objemu provozu
— zavislost na strukture provozu

A. sledovani HD streamu na pracovni stanici uzivatele
vyusti zpravidla v ~1 Flow zaznam (ve sméru ke stanici
uzivatele) za agregacni interval, pricemz celkovy objem
se muze pohybovat v desitkach GB (klicova pole Flow
zaznamu stejna)

B. jeden vertikalni UDP scan stejné uzivatelske stanice
vyusti v 65536 Flow zaznamu (ve sméru ke stanici
uzivatele), celkovy objem zanedbatelny (méni se kliCova
pole Flow zaznamu)

...efektivne vyuzitelné v oblasti verifikace/detekce vetsiny typu
DoS, DDoS utoku, kdy se zpravidla alespori jeden z
klicovych identifikatoru Flow priabézne méni
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Objemy provoznich zéznamu na bazi IP toku |

e vzorkovani - redukce mnozstvi vytvarenych/emitovanych
zaznamu do prijatelnych mezi za cenu ztraty vypovidaci
hodnoty (pfi ploSném sledovani ¢aste¢né kompenzovano)

- ruzné modely v zavislosti na implementacich, v nékterych
pripadech povinne
* nalezeni prijatelné miry vzorkovani je kritické pro
efektivni podporu pri reseni bezpecnostnich hlaseni !!!

IP datagrams

e Uroven paketﬁ na Vstupu e o | R | R | R | | { | e (111
do Flow stroje ampling SN\ / N\ N AN /
) ?pacﬁletg} T~ | 4 | 2 K
created flow Flow Flow Flow Flow Flow
v . records record record record record record
* pri exportu z Flow stroje 10pkts | | 32 pkts 1 pt 2 pts 9 pts
— uroven paketu Sampling
. . (export, packet
(StatISthky) based=10) Flow Flow Flow
record record record
1 pkts 4 pkts 1 pkts

* na vstupu kolektoru — ampling
uroveﬁ provoznl'ch {input, collector side, W A 4

flow record based)
Flow Flow

ZaZnamu record | Accepted flow records at collector | recerd




9ECESNET
Objemy provoznich zéznamu na bazi IP toku |

« objem exportovanych provoznich zaznamu v prostredi sité
CESNETZ2 — agregovany objem emitovany z primarnich
zdroju provoznich zaznamu do systému FTAS

weeall
Input bitrate 40 M s
mmin= 9 .0 0 1
max=43.1M
avr=24 .0 {bp=s] a
weeall
5.0 kT
4.0 |k
Input packets .
min=897 2 3.0
max=4.1k 2.0 k
avr=2.3k [pps] 1.0 k
a.a .

A& ar 0} a9 1o 11 1z



Objemy provoznich zaznamu na bazi IP toku

% CESNET

* mnozstvi generovanych provoznich zaznamu v prostredi

site CESNETZ2 z jednoho zdroje — priklad A

- vzorkovani paketu na vstupu smérovace 1:50, vzorkovani na

vstupu systému pro zpracovani 1:1.6
prubéh prichozich paketu

-1 week

2.0 M
Input packeis
min=213 .0k
max=2.5M ol i
avr=1.1M [pps]

8.0 1

A a7 aa a9 1a 11 1z

prubéh odpov:da//cmh emitovanych provoznich zaznamu

Prague: rllo-prg.cesnet.cz

o o o o o o o
L= L= L= L= L= L= L=
Zx w0 o =y ) o -l
- F F F F F )
o - w0 uyl L= —l —l
iF iF iF iF =l =l =l
T T T T e e e
Iy Iy Iy Iy Iy Iy Iy
o o o o o o o
£

M Incoming Flows [Flowsdsec] Cpeaks a0 secs) <MAX: 5570.574%
M fccepted for processing (self sampling) [Flowsdsecl (peaks a0 secsd <MAW: 3d480.213%

—
-
=

0512 20200

05,15 10200



SECESNET
Objemy provoznich zaznamu na bazi IP toku |

* mnozstvi generovanych provoznich zaznamu v prostredi
sitée CESNET2 z jednoho zdroje — priklad B

- vzorkovani paketu na vstupu smérovace 1:1, vzorkovani na
vstupu systemu pro zpracovani 1:6

prubeh prichozich IP datagramu

-1 weel

IP input

received
min=116 Sk 1.oHM
max=1.1M 0.5 M B ! -
avr=2369 8k [digm/s] %

Iocally delivered oo 4 b

max=28.1 [digmys] o5 o7 os o9 10 11 12

prubéh odpov:daj/c:/ch emitovanych provoznich zaznamu

Prague: r92-prg.cesnet.cz

l].l

B 28000

£ 22400

=

2 15800 |

d

o, 11200

B |

m o 5E00 |

= o

[m} (=) Lo Lo Lo Lo Lo Lo Lo (=]

E (=] o o o o o = = (=]
L) (1] L] -+ [ | Ly [t | = L)
- L) Lo Lo Lo Lo [t | [N | -
[Vn] = o [m)1 Lo — - (] [in]
L= =y =y =y — — — -— -
s s s s s s e " s
Iy Iy} Iy} Iy} Iy} Iy} [y} [y} u
) L L L L L = = (=]

Time

M Incoming flows [Flowsszec] C(peaks o0 secz) <MAX: 24623.131F
M Accepted for processing (zelf sampling) [Flows/zec] (peaks o0 secs) {MAX: 4104 6303



9ECESNET
Objemy provoznich zéznamu na bazi IP toku |

e podstatne aspekty — vzdy zavislé na konkrétnich podminkach
(architektura sité, politika, zpusob vyuziti, ...)

- mira agregace paketu

e prumérny pocet paketu/1 provozni zaznam

v siti CESNET2 v pruméru cca 70-100 paketu/zaznam
— zpusob distribuce paketu

 rozlozeni poétu paketu v ramci mnoziny provoznich
zaznamu

- velky vliv paketového vzorkovani na rozlozeni

100 000 provoznich zaznami (NetFlow)

10% 10% 15% 25%

>70 2 1
pkt/rec pkt/rec pkt/rec




BECESNET
Zpracovani provoznich zéznamu na bazi IP toku

e ...pozadavky ve smyslu podpory pri reseni bezpecnostnich
hlaseni

- resime deje v minulosti bez jakéhokoli omezeni

* nepretrzité zpracovani, ukladani a skladovani
provoznich zaznamu po ,nezbytné“ dlouhou dobu s
co nejmensi ztratou vypovidaci hodnoty

e prijatelna doba odezvy pfi soucasném vyhledavani
- komplexni vyhledavaci podminky

- znacny casovy rozsah vyhledavani (desitky
hodin, jednotky dnu)



S3ECESNET
Zpracovani provoznich zéznamu na bazi IP toku

o v prostredi site CESNET2 — systéem FTAS

— distribuovany (neni podminkou), Skalovatelny do poméru 1
zdroj zaznamu na 1 kolektor

po—— = mm o Em Em Em Em R Em =R Em = o -~
-7 N
I 7 FTAS FTAS |
| /- kolektory\ |
a8 N\ B |
AN | e PFichozi provozni zéznamy
| = 1 | o S
/ = centralni e INEEINI redistribuce provoznich zaznamu
— = konfigurace | ha zakladé klasifikacnich a filtracnich pravidel
= / |
| I > | — interakce modulu uzivatelského rozhrani
I = I
| ' = 7 | — interakce kolektor( s centralni konfiguraci
| — o uzivatelske
\ = ; rozhrani |
B / |
= /7 1



BECESNET
Zpracovani provoznich zéznamu na bazi IP toku

o v prostredi site CESNET2 — systéem FTAS
— distribuovatelna uloziste

- podpora IPv4, IPv6 (jak provozni zaznamy, tak interni
redistribuce), vSechny bézne exportni formaty

- nastavitelny stabilni pomeér ,dostupné zdroje/vypovidaci
hodnota”

 aktualné 3000-4000 zaznamu/s na kolektor (k ulozeni)

e vzorkovani na urovni zaznamu 1:1.6-1:7 na vstupu do
FTAS a 1:50 na urovni paketu v pfipadé 1 zdroje

- libovolné nastavitelné sturuktura i doba uchovani zaznamu

 aktualné uchovavame 1-2 mésice z primarnich zdroju



BECESNET
Zpracovani provoznich zéznamu na bazi IP toku

o v prostredi site CESNET2 — systéem FTAS
- konvencni HW vyssi tridy

 aktualné v kategorii Xeon 2.5-3GHz, 2-4G RAM, HW
RAID 5 0.5-2TB

- Debian GNU/Linux, MySQL, Perl, ...
- vSechna Ul interaktivni, distribuovana pomoci WWW

— koncepce prace s Ul - jedno vyhledani, vicenasobna
vizualizace

- statistika vyuziti (poslednich 52 tydnu)

» cca 5000 vyhledani
e cca 7900 vizualizaci



SECESNET
Zpracovdani provoznich zéznamu na bazi IP toki

* system FTAS — jednoduchy formular pro vyhledavani, ukazka

FTAS - Query author: Tom Kosnar, copyright: @ 2002-2008 , CESNET a.le
user: Administrator Query Viewer Collector Statistics Configuration

. . Use == |Prague: .Ccesnet.cz - Object g Filter == |..an e, -
Object Selection H : — J el IT_‘@ ‘ Y /P J

" show selected object extended description... Value Filter (regexp) == |
Selected Object
Flow-Source Data Storage Information
PRIMARY data stored into 20 minutes data sets,
Prague: .cesnet.czwith maximal history 14 days,

aggregation base is none.

. . Flelds Query Conditions - Simple Form ..you may want to work with 'advanced' condition form ==
LT PR L e Source relation Destination
o sredp v DstIP IP address www.google.com [and +][10.0.0.0/32,10.0.0.0-10.1.0.255
I Src-Port - Dst-Paort ,
FSro/Prev-AS | [ Dst/Next-AS Service Port 80,443 land +|[2048-16000,16001-65535
I~ Src-ifindex I Dst-ifindex AS Number (originfneighbor)| | and j‘
I~ Src-Bitmask I" Dst-Bitmask Interface SNMP Index | | and j‘
Flow Commecn Fields Protocol TCP-flags TOS-flags
 Protocol I~ TCP-flags 255 [4] ack critic_ecp
I~ TOS-flags ™ Nexthop ax.25 fin flash
Value Fields ddp [~] push [+] high_relibility [~
I" Flow-Start F Bytes-estimated | myme Parameters
I" Flow-End M Pkts-measured . , .
current-10m - [eurrent When "aggregation’ set for data (in 'Data Storage Information’ box), no

Bytes-measured [~ Pkts-estimated . o . o
By 2 ...optional time step: [auto available results can be expected within the history specified by that value...

Query Limits
Query Max. Max. Aggregate Query
LB L= guery |lminute x| record |20000records ¥ Enabling this option accelerates speed of further results listing, but causes
time count no j loss of exact time information in data. Data will be aggregated within 'data
" run in background ...after finishing notify to: sel’ time interval specified in 'Data Storage Information' box.

Run New Query |



SECESNET
Zpracovdani provoznich zéznamu na bazi IP toki

* system FTAS — jednoduchy formular pro vyhledavani, ukazka

FTAS - Query author: Tom Kosnar, copyright: @ 2002-2008 , CESNET a.l.e.
user: Administrator Query Viewer Collector Statistics Configuration
. . Use >> | Traffic from AS36561 - YouTube v Object Type Filter == |..an .. v
Object Selection . o J ! .w | e J
I" show selected object extended description... Value Filter (regexp) == |
Selected Object
Traffic-Analysis-Filter Data Storage Information Data Alternative

POST-PROCESSED data stored into 1 day data sets,
Traffic from AS36561 - YouTube with maximal history 366 days,
aggregation base is 1 hour.

You can also use
=> PRIMARY data.

Flow Src. Flelds Fields Query Conditions - Simple Form ...you may want to work with 'advanced' condition form ==
M Sroc/Prev-AS Source relation Destination
" Src-ifindex AS Number (origin/neighbor) | - -
Flow Common Fields Interface SNMP Index | - -
I" Flow-Source Transferred through
Value Fields r2 -testing [4]
I~ Flow-Start ré2 - testing
" Flow-End ra - testing

" Bytes-measured

. Time Parameters

 Bytes-estimated

I~ Pkts-measured | |[cUrrent-10m - |current When 'aggregation’ set for data (in 'Data Storage Information’ box), no available results

[+ Pkts-estimated ..optional time step: [auto can be expected within the history specified by that value...

Query Limits
Query Max. Max. Aggregate Query
EGE e query |lminute | record [20000records | Enabling this option accelerates speed of further results listing, but causes
time count no j loss of exact time information in data. Data will be aggregated within 'data
I" run in background ...after finishing notify to: set’ time interval specified in 'Data Storage Information' box.

Run New Query |



SECESNET
Zpracovdani provoznich zéznamu na bazi IP toki

o systém FTAS — genericky formular pro vyhledavani, ukazka

1ery author: Tom Kosnar, copyright: @ 2002-2008 , CESNET a.le.
inistrator Query Viewer Collector Statistics Configuration
slection Use == | Prague: .cesnet.cz = Object Type Filter > | ..any type... -
i " show selected object extended description... Value Filter (regexp) == |
Object
Flow-Source Data Storage Information
PRIMARY data stored into 20 minutes data sets,
Prague: .cesnet.czwith maximal history 14 days,

aggregation base is none.

Fields Query Conditions - Advanced Form ...you may want to work with 'simple' condition form ==

rc. Fields, Flow Dst. Fields ( =

- Dst-IP src ip=::-Tfffffff i i A i £ £ 1S H
rt F Dst-Port or
ev-AS - Dst/MNext-AS Src_ip=www.SgzZnam.cz,www.google.com
ndex F Dst-ifindex )
‘mask | F Dst-Bitmask ?”d
“low Commen Flelds (proto=6 and src_port=80,443) or (proto=17 and dst_port=161)
Protocol F TCP-flags )
TOS-flags F Nexthop |
Value Fields hd
.‘tart ™ Bytes-estimated Time Parameters
nd F Pkts-measured
measured [~ Pkts-estimated | [CUrent-10m - |current When 'aggregation’ set for data (in 'Data Storage Information’ box), no
...optional time step: [auto available results can be expected within the history specified by that value...
Query Limits
Max, Max, Aggregate Query
T8 query |lminute | record |20000records x| Enabling this option accelerates speed of further results listing, but causes
time count

no j loss of exact time information in data. Data will be aggregated within 'data
I run in backoround ...after finishing notify to- set’ time interval specified in 'Data storaoce Information® hox,
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ECESNET

Zpracovani provoznich zaznamu na bazi IP toku
» system FTAS - vizualizace, ukazka

FTAS - Viewer
user: Administrator

author: Tom Kosnar, copyright: © 2002-2(

Results
Selection
Selected Results

View Parameters

Display

Results
o > Src-IP

1. | 2001:1528:124:100::225:69 2001:718:1c01:165:f0ef:5090:f06¢:2f59

2. 66.249.01.99

3. 66.249.91.99

4 66.249.91.99

5. 2001:6b0::2018:158

6. 2001:640:20:ff00::194

7. 66.249.81.104

2 [A.740.01.49

Use >> ‘Prague:

¢ text/html- ordered by ‘ Bytes-estimated
¢ graph - ordered by ‘ Bytes-estimated

rresolve host names

Dst-[P

1

1

1

2001:718:1801:1a02:200:5efe:93e4:1 04c

2001:718:1c01:163:255¢:6602:6d41:23bf

1

1

.cesnet.cz

rshow selected results extended description...

115.250

2,249,124

2,240,124

.207.165

f.152.233

2008/04/24 16:43:19

j << delete this results

Query Viewer Collector Sta

save these results permanently as >>

Flow Src. Fields, Flow Dst. Fields Flow Common Fields

r Sre-IP
i Src-Port

i Src/Prev-AS

r Dst-IP
i Dst-Port

= Dst/Next-AS

7 Src-ifindex

r Src-Bitmask

i Dst-ifIndex
r Dst-Bitmask

rhide viewer form

% Protocol
rTOS-flag

~ Nexthop

rhide links in results

= TCPlags

- Flow-Start
s rFlowEnd
~ Bytes-measured - Average packet length

Value Fields

7 Pkts-measured
r Pkts-estimated

r Bytes-estimated

jin ‘desc. jorder, aggregation W , recs/page |50 j

j in ‘desc. j order, recs/page | 15 j rshow summaries/time-step rather than rates

rsend (*.tar) with directory name

Nexthop Src-ifindex Dst-ifindex Pkts-measured Bytes-measured Flow-Start ~ Flow-End

3 0 0439kp 0567 MB ggfg;:/gg?g? (1)?%:]?);‘:613
19511 6.157 69 1 0320kp 0346 MB ??g;digﬁﬁﬁ (1)2{23{421:018
19511 6.157 69 1 0327kp 0322 MB ?glg?ggm ?glggégm
18511 6.157 69 ! 0.337kp 0311 MB ??gg%irw (1)2%33850

4 0 0250kp  0301MB 2?23%3293 ?glggﬁiaa‘g

69 0 0213kp 0299 MB 22{2%.193 ??23%3257
19511 6.157 69 ! 023¢kp 0271 MB [1)2;2;%;359 (1)?%‘%343
19511 R1E7I60 1 0211 ke ooamp 080424 080424

Src-Port

www (80) 49820
https (443) 60092
www (80) 2499
www (80) 2557
www (80) 51840
www (80) 1403
https (443) 2617

www (80) 2200

FTAS

tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)

ten (B)

Dst-Part TCP-flags Protocol TOS-flags

routine(0)

routine(0)

routine(0)

routine(0)

routine(0)

immediate(2)

routine(0)

routine(0)

Src/Pr

AS1511

AS1511

AS1511

AS1511

AST1511



AR
A

CESNET

Zpracovani provoznich zaznamu na bazi IP toku
» systém FTAS - vizualizace s agregaci, ukazka

FTAS - Viewer author: Tom Kosnar, copyright:
user: Administrator Query Viewer C
Results Use=>> ‘Prague: .cesnet.cz 2008/04/24 16:43:19
Selection [-show selected results extended description... save these results permanently as >>
Selected Results
Flow Src. Fields, Flow Dst. Fields Flow Common Fields Value Fields

= Src-IP r Src-iflndex

7 Src-Port 1 Src-Bitmask = Protocol - Flow-Start = Pkts-measured

7 Src/Prev-AS r TOS-flags r Flow-End r Pkts-estimated

r Dst-1P r Dst-ifiIndex r TCP-flags - Bytes-measured - Average packet length

rDst-Port  Dst-Bitmask r Nexthop r Bytes-estimated

r Dst/Next-AS

RUEN IR Les # text/html- ordered by ‘ Bytes-estimated j in ‘desc. j order, aggregation (on j , recs/page |50 j

¢ graph - ordered by ‘ Bytes-estimated j in ‘desc. j order, recs/page |15 j , rshow summaries/time-step rather than rates

Display

rresolve host names r hide viewer form rhide links in results rsend (*.tar) with directory name FTAS

Results
o Src-IP Pkts-measured Bytes-measured Flow-Start Flow-End Src-Port  Protocol Src/Prev-AS
£6.249.91.99 6.542 kp 4.841 MB 08/04/24 16:32:51.681 08/04/24 16:43:24.898 www (80) tcp (6) AS15169
£6.248.91.103 4.597 kp 3.339 MB 08/04/24 16:33:11.572 08/04/24 16:43:24.324 www (80) tcp (6) AS15169
£6.249.91.104 4.167 kp 2.804 MB 08/04/24 16:32:59.973 08/04/24 16:43:21.154 www (80) tcp (6) AS15169
66.248.91.147 3.798 kp 2.471 MB 08/04/24 16:32:56.453 08/04/24 16:43:24.455 www (80) tcp (6) AS15169
77.75.76.3 2.336 kp 1.938 MB 08/04/24 16:33:22.917 08/04/24 16:43:23.750 www (80) tcp (6) AS5610
66.248.91.99 0.922 kp 0.684 MB 08/04/24 16:33:22.584 08/04/24 16:42:52.559 https (443) tcp (6) AS15169
2001:1528:124:100::225:69 0.439 kp 0.587 MB 08/04/24 16:33:06.797 08/04/24 16:35:33.613 www (80) tcp (6)
66.248.91.104 0.449 kp 0.398 MB 08/04/24 16:33:22.823 08/04/24 16:42:24.899 https (443) tcp (6) AS15169
2001:6b0:e:2018::158 0.251 kp 0.301 MB 08/04/24 16:39:09.293 08/04/24 16:39:26.534 www (80) tcp (6)

001 -B40-20-FF00 -1 94 0213 kn 0200 MB 08/04/24 16-42-44 193 08/04/24 16-42-52 257 www (80) ten (6)

poEE = E BUogs B ke =

—
-l
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CESNET

|
Zpracovdani provoznich zéznamu na bazi IP toki
« system FTAS — graficka vizualizace, ukazka

&

FTAS - Viewer author: Tom Kosnar, copy
user: Administrator Query Vie
Results Use > > | Prague: .cesnet.cz 2008/04/24 16:43:19

Selection -show selected results extended description... save these results permanently as ==

Selected Results

Flow Src. Fields, Flow Dst. Fields Flow Common Fields Value Fields
= Src-1P r Src-ifiIndex
= Src-Port rSrc-Bitmask = Protocol = Flow-Start = Pkts-measured
= Src/Prev-AS rTOS-flags = Flow-End r~ Pkts-estimated
- Dst-1P r Dst-ifIndex r TCP-flags = Bytes-measured = Average packet length
r Dst-Port r Dst-Bitmask r Nexthop r Bytes-estimated

r Dst/Next-AS

o T S S « text/html- ordered by | Bytes-estimated j in |desc. j order, aggregation [on j , recs/page (50 j
Display & graph - ordered by | Bytes-estimated j in |desc. j order, recs/page |15 j . rshow summaries/time-step rather than ra
~resolve host names rhide viewer form rhide links in results rsend (*.tar) with directory name FTAS

Pkts-measured: summary per time range

Summary In graph 23.976 kp 100.00%
- Rest of results 0.000 kp 0.00%
Total 23.976 kp 100.00%
Src-1P Src-Port Protocol Src/Prev-AS Pkts-measured

10.000 kp

ik-in-f99.google.com
T oL e www (80) tcp (6) AS15189 6.478 kp

pury
Vv

ik-in-f103.google.com www (80) tcp (6) AS15189 4.568 kp

8.000 kp . I 586.249.91.103

)
Vv

e
v

ik-in-f104.google.com
66.249.91.104 www (80) tcp (6) AS15169  4.114 kp

S
v

ik-in-f147.google.com
66.249.91.147 www (B0) tcp (6) AS15169  3.718 kp

5 > V;;“_’;‘g_s%zgam-cz www (80) | tcp (6) AS5510 2.331 kp

6. [= || ikin-f99.google.com https (443) tcp (6) AS15169  0.922 kp
56.249.91.99

7. [= 2001:1528:124:100::225:689 www (80) tcp (6) 0.403 kp

8 > Iié‘é_i;;ggf'l%?logle'com https (443) tcp (6) AS15169 0.449 kp

9. > 2001:6b0:2:2018::1 58 www (80) tcp (6) 0.251 kp

10. [= ] 2001:640:20:ff00::194 www (80) tcp (6) 0.213 kp

ik-in-f147 .google.com
11. > 66.240.01 147 https (443) tcp (6) AS15159 0.292 kp

ik-in-f103.google.com
= = I66.249.91.103

=l B l 2001:1488:d91f:cd70::cd72 'www (80) tcp (6) 14.000 p

https (443) tcp (6) AS15189 0.224 kp



SECESNET
Zpracovani provoznich zaznamu na bazi IP toku a'
« system FTAS — graficka vizualizace, ukazka

Bytes-measured: summary per time range

25000 MB

Summary In graph 17.812 MB100.00%
- Rest of results 0.000 MB 0.00%
AP (= Total 17.812 MB100.00%

15000 ME

Src-Port Protocol Src/Prev-AS Bytes-measured
10000 MB

1. = [lwww (80) tcp (6) AS15168 13.321 MB
2. = ffwww (80) tcp (6) Asss10 1.935 MB
5.000 18 3. = Jhttps (443) tcp (6) asis16S 1.406 MB
2. = Bwww (80) tcp (6) 1.150 MB
0.000 MB - - . "
Bytes-measured: rates
Summary In graph 17.812 MB100.00%
- Rest of results 0.000 MB 0.00%
Total 17.812 MB100.00%
0-900 Thrs Summary in Time
Q.40 Mass 0500 Mbss
QLS00 Mhds 0400 Mbss
QL2000 Mads 0300 Moz
Q100 Mads 0200 MbSs
Qoo Mods - - - - - - o - [ 0100 Mbss
g g g g g g g g g g Src-Port Protocol Src/Prev-AS Bytes-measured
2 2 3 3 ] 2 3 3 23 | |\me _ www (80) tcp (6) AS15169 13.321 MB
- - - - - -~ 7 "7 2 = Jwww(80) tcp(6) ASss10 1.935 MB
3. = https (443) tcp (6) asisi6S 1.406 MB
4. = lwww (80) tcp (6) 1.150 MB



SECESNET
Zpracovani provoznich zéznamu na bazi IP toku

« system FTAS — graficka vizualizace, ukazka

Bytes-measured: summaries per time steps

Summaryln graph 16.662 MB 93.54%
- Rest of results 1.150 MB 6.46%
Total 17.812 MB100.00%
Summary in Time
1.000 MB
1.000 MB
0800 ME
0.500 MB

0.a00 ME i

o . Ll
o | v o NIRRT
o.200 TR ! ) 0,000 ME
0o > Src-IP Bytes-measured
QL0000 ME

ik-in-f99.google.com
66.249.91.99 5.481 MB

ik-in-f103.google.com
66.249.91.103 3.481 MB

0500,,24 1615353124
0504,,24 161534 1354
050024 161535144
oFA0d, 24 16 036 15
oFA0d 24 16 0538 10d
g0 24 16539 114
oFA0d 24 16 140124
oFA0d 24 16041 1354
oFA0d 24 16142 144

ik-in-f104.google.com
66.249.91.104 3.176 MB

08/04,/24 16:43:14
N
v v v v
IV

ik-in-f147.google.com
66.249.91.147 2.589 MB

WwWww.sezZnai.cz
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DECESNET
Zhodnoceni |

» +informace o tom, jak jsou v siti nebo v jejich Castech data
skutecne prenasena

e +vyrazne zvysuje efektivitu reseni provoznich anomalii a
incidentu

« +mnoho vedlejSich efektl souvisejicich nejen s
bezpecnostni oblasti (optimalizace smerovani, vyuziti
zdroju apod.)

e -vypovidaci hodnota umérna pozadavkum na zdroje
(objem dat ke zpracovani, doba uchovani...)

« -feSeni na miru konkrétnim pozadavkum v konkrétnich
podminkach dané sité (naroky na flexibilita nastroju,
gramotnost personalu, atd...)

* neni samospasitelné — je dalsim Clankem celé soustavy

metod a nastroju pro feSeni bezpecnostnich hlaseni, ale
velmi hodnotnym...
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