NEKTERE MENE TRADICNI
METODY DETEKCE
SKODLIVYCH AKTIVIT
V IP SITICH

Petr Biehovsky



SKODLIVE AKTIVITY
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Please note the reduced representativity of this chart as we do not have evenly distributed sensors
accross all countries.




Nephentes realtime console

http://nepenthes.csrrt.org: 10080/nepenthes/
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llow |<5 samples |Seems a standard

ange < 25 samples [Easy task

Il < 250 samples IShould think about security
> 250 samples Worms heaven, admins hell

1 can click the map, zoom, crawl, whatever you can do with a map, this i1s not a static picture**
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Survival Time (minutes)

ZIVOTNOST IMPLICITNICH INSTALACI
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http://isc.sans.org/survivaltime.html
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TRADICNI METODY NEJSOU
ZCELA SPOLEHLIVE

* Antiviry

http://www.av-comparatives.org/

* IDS

faleSn¢ poplachy, nezname utoky



MENE TRADICNI METODY

e VIZUALIZACE
« ODDELENI LEGITIMNIHO PROVOZU



VIZUALIZACE



MENE VHODNE ZPUSOBY
REPREZENTACE

01 dc b7 6a 40 00 40 06 1d 4a 0a 00 00 8c d4 47
85 94 91 60 00 50 85 ac 46 e6 cf 9e el a5 80 18
00 2e 66 36 00 00 01 01 08 Oa 00 1a f1 93 4e 18
50 6e 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31
0d Oa 48 6f 73 74 3a 20 77 77 77 2e 62 72 65 68
2e 63 7a 0d O0a 55 73 65 72 2d 41 67 65 6e 74 3a
20 4d of 7a 69 6c 6¢c 61 2f 35 2e¢ 30 20 28 58 31
31 3b 20 55 3b 20 4c 69 6e 75 78 20 69 36 38 36
3b 20 65 6e 2d 55 53 3b 20 72 76 3a 31 2e 38 2e
31 2e 31 34 29 20 47 65 63 ob of 2f 32 30 30 38
30 34 30 34 20 49 63 65 77 65 61 73 65 6¢c 2f 32
2e 30 2e 30 2e 31 34 20 28 44 65 62 69 6l 6e 2d
32 2e 30 2e 30 2e 31 34 2d 30 65 74 63 68 31 29
0d Oa 41 63 63 65 70 74 3a 20 74 65 78 74 2f 78
6d 6c 2c 61 70 70 6c 69 63 61 74 69 6f 6e 2f 78
6d 6c 2c 61 70 70 6c 69 63 61 74 69 o6f 6e 2f 78
68 74 o6d 6c 2b 78 6d 6c 2c 74 65 78 74 2f 68 74
6d 6c 3b 71 3d 30 2e 39 2c¢c 74 65 78 74 2f 70 6¢C
6l 69 6e 3b 71 3d 30 2e 38 2c 69 6d 61 67 65 2f
70 6e 67 2c 2a 2f 2a 3b 71 3d 30 2e 35 0d 0Oa 41
63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65 3a 20



e Edit View Go Capture Analyze Statistics Help

i @ e FE*x®E8 RQe»2FTLEE QQAQF @© M X

iIEilter: “ ﬂ‘ ap Expression... Q:‘<‘23,’-;,§|v:aar off ﬂpply‘
). . Time Source Destination Protocol | Info
Standard query AAAA www.breh.cz

2 0.021792 10.0.0.138 10.0.0.140 DNS Standard query response CMAME icicle.breh.cz
3 0.021881 Standard query A www.breh.cz
4 0.039520 10.0.0.138 10.0.0.140 DNS Standard query response CNAME i1cicle.breh.cz A 212.7
S 0.039792 10.0.0.140 212.71.133.148 TCP 37216 = www [SYN] Seq=0 Len=0 MSS=1460 TSV=1765773 T!
5 0.062260 212.71.133.148 10.0.0.140 TCP www = 37216 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS!
7 0.068Z2287 10.0.0.140 212.71.1332.148 TCP 37216 = www [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSV=176
8 0.062352 10.0.0.140 212.71.133.148 HTTP GET f HITR/1.1
9 0.093483 212.71.133.148 10.0.0.140 TCP www = 37216 [ACK] Seq=1 Ack=425 Win=6432 Len=0 TSV=1!
10 0.095743 212.71.133.148 10.0.0.140 HTTP HTTP/1.1 200 OK (text/html)
11 0.055754 10.0.0.140 212.71.1332.148 TCP 37216 = www [ACK] Seq=425 Ack=254 Win=6512 Len=0 TSV:
12 0.095826 212.71.133.148 10.0.0.140 TCP www = 37216 [FIN, ACK] Seq=254 Ack=425 Win=6432 Len=
13 0.095928 10.0.0.140 212.71.133.148 TCP 37216 = www [FIN, ACK] Seq=425 Ack=255 Win=6512 Len=l
14 0.117919 10.0.0.140 212.71.1332.148 TCP 37217 = www [SYN] Seq=0 Len=0 MSS=1460 TSV=1765793 T!
15 0.115030 212.71.133.148 10.0.0.140 TCP www = 37216 [ACK] Seq=255 Ack=426 Win=6432 Len=0 TSV:
16 0.139472 212.71.133.148 10.0.0.140 TCP www = 37217 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS:
17 0.139505 10.0.0.140 212.71.133.148 TCP 37217 = www [ACK] Seq=1 Ack=1 Win=5B88 Len=0 TSV=176

7,13956858  10.0.0. 140 212.71.133.148 ' GET /favicon.lco HTTP/1.1
19 O.1883032 212.71.1=33.148 10.0.0. 1408 TCP www = 37217 [ACK] Seqg=1 Ack=356 Win=6432 Len=0 TSV=1:

Frame 8 (490 bytes on wire, 490 bytes captured)

Ethernet II, Src: CompalCo e7:52:4d (00:16:d4:e7:52:4d), Dst: Paradigm 3a:6c:c6 (00:13:64:3a:6c:ch)
Internet Protocol, Src: 10.0.0.140 (10.0.0.140), Dst: 212.71.133.148 (212.71.133.148)

Transmission Control Protocol, Src Port: 37216 (37216), Dst Port: www (80), Seq: 1, Ack: 1, Len: 424
Hypertext Transfer Protocol

J0 00 13 64 3a 6¢c c6 00 16 d4 e7 52 4d 08 00 45 0O .d:l... ..RM..E.
10 0l dec b7 6a 40 0O 40 06 1d 4a Da 00 0O 8c d4 47 ...]E.@ W3, G
20 B85 94 91 60 00 50 85 ac 46 e6 cf 9e el a5 80 18 N N S
30 00 2e 66 36 00 00 01 01 08 Oa 00 la fl 93 4e 18 T P M.

10 S0 Ge 47 45 54 20 2f 20 48 54 54 50 2f 31 Ze 31 PnGET / HITR/1.1
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THE SPINNING CUBE
OF
POTENTIAL DOOM

http://www .nersc.gov/nusers/security/
TheSpinningCube.php
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RUMINT

http://www.rumint.org/



ANALYZA PODEZRELYCH
PAKETU

TCPFLOW
http://www.circlemud.org/~jelson/software/tcpflow/
TCPTRACE
http://jarok.cs.ohiou.edu/software/tcptrace/
WIRESHARK

..Follow tcp stream



ODDELENI LEGITIMNIHO
PROVOZU



MEDOVE HRNCE
(HONEYPOTS)

* s nizkou interaktivitou

* s vysokou interaktivitou



S NIZKOU INTERAKTIVITOU

HONEYD
http://www.honeyd.org/

NEPENTHES
http://nepenthes.mwcollect.org/



HONEYD

sit€¢ virtualnich zafizeni

sitove topologie s dedikovanymi smérovaci
latence a simulovan¢ ztraty paketu

ARPD



create windows

set windows
set windows
set windows
set windows
add windows
add windows

personality '"Microsoft Windows XP Professional SP1"
uptime 1728650

maxftds 3

default tcp action reset

tcp port 80 "sh /usr/share/honeyd/scripts/win32/web.sh"
tcp port 22 "/usr/share/honeyd/scripts/ssh.sh"

create router

set router personality "Cisco 1601R router running I0S 12.1(5)"

set router default tcp action reset

add router tcp port 23 "/usr/share/honyed/scripts/router-telnet.pl"”

bind 10.3.0.
bind 10.3.1.
bind 10.3.1.

1l router
1l router
12 windows



NEPENTHES

* emuluje zname bezpecCnostni diry

* download Skodlivého kodu

* zasilani Skodliveho kodu k analyze
Norman Sandbox
http://www.norman.com/microsites/nsic/



Lokiasllbla Ll 2ol &b

12052008
12052008
128052008
12052008
12052008
12052003

1i&:
1i&:
1a&:
1&:
1&:
1&:

58
58:
58:
58:
58:
59

1alogueFactory

18052008 16:59:
12052008 16:59:
12052008 16:59:
18052008 16:59:
12052008 16:59:

46
46
46
46
45
@2

o2
o2
o2
g2
[

1 Sockets in list

12052003
12052008
18052008
12052008
12052008
128052008
12052008
12052008
12052003
12052008
128052008
12052008
12052008
128052008
12052008
12052008
12052003
12052008
18052008
12052008
12052008
128052008
12052008
12052008
12052003
12052008
18052008
12052008
12052008

1&:
1&:
1&:
1i&:
1i&:
1a&:
1&:
1&:
1&:
1&:
1a&:
1i&:
1i&:
1a&:
1&:
1&:
1&:
1&:
1&:
1i&:
1i&:
1a&:
1&:
1&:
1&:
1&:
1&:
1i&:
1i&:
ET /status. html HTTP/L.

59
59:
59:
=N
59:
59:
59:
59:
59
59:
59:
=N
59:
59:
59:
59:
59
59:
59:
=N
59:
59:
59:
59:
59
59:
59:
=N
59:

@2
o2
o2
o2
o2
g2
[
o2
@2
o2
g2
o2
o2
g2
[
o2
@2
o2
o2
o2
o2
g2
[
o2
@2
o2
o2
o2
o2

debug net handler)] Lonnectlon aocket |LF laccept) ob. 1o, 1l 30830l -2 sl LU 2ol Ll obd LLUSED
debug net mgr] Deleting Socket TCP (accept) 86.133.121.99:4971 -> 212.110.251.116: 80 due to closed connectieon

spam ret handler]

spam net handler] Socket TCP (accept) 86.133.121.99:4971 -» 212.110.251.116: 80 clearing Dialoguelist (1 entries)
spam net handler] Remowing Dialeog "ITSDialogue"

spam mgr ewvent]
debug net mgr] Socket TCP (bind) 0.0.0.8:0 -> 0.0.0,0:80

ASN]1 Dialogue Factory creates dialogues for the SME and IIS flaw killbill showed us could Accept a Comnection

spam net handler]

spam net handler] Secket TCP (accept) 86.133.121.99:3113 -= 212 110.251.16: 80
spam ret handler] Addinmg Dialogue ASN1 Diamlogue Factory

spam mgr event]
debug net mgr] Accepted Connection Socket TCP (accept) 86.133.121.9%:3113 -= 212.118.251.16: 80

spam
spam
spam
spam
spam
spam
spam
spam
spam
info
spam
spam
spam
spam
info
spam
info

net handler]

mgr event]
rnet handler] doRecv() 51

=i
=i
SC
=i
sC
=i
=i

handler]
hardler]
handler]
handler]
handlear]

handler]
handler]

mgr event]
handLer ewvent module]

clawn
down
cown
cown
clown

Shellcode 1s

Shellcode 1s

Shellcode 1s

51 bytes long
51 bytes long

51 bytes long

Detected generic prepended unencoded URL Shellcode: "http: //217.146.187.124/status. html"

mgr] Checkimg Host 217.146.187.124 for locality

mgr] Hest 217.146.187.124 is valid ip

mgr] Handler http download handler will deownload http: //217.146.187.124/status. html
handler]
handler] Resolving host http: //217.146.187. 124/status. hitml . ..

debug spam fixme] addDNS: Adding DNS 217.146.187.124 for ()
debug spam fixme] DNS is ip 217.146.187.124

info down handler] url 217.146.187.124 resolwved

spam net mgr]
debug net handler] Conmecting 212.110.251.16:0 -» 217.146.187.124:80
mgr ewvent]
mgr event]

spam
spam
spam
spam
spam
spam
spam

net handler]

down handler dial

net handler]
net handlar]

down handler dia]l HTTP REQ

4]

ser-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows NT 5.1
ccepk: #/%

ost: 217. 146, 187. 124: B0
close

onnection

128052008
18052008
18052008
128052008
18052008
1 DRSS R0

1&:
1a&:
1&:
1&:
1&:
16E-

59:
59:
59:
59:
59
5.

o2
o2
o2
o2
o2
a9

debug net handler] giving data te HTTPDialogue
debug net handler] sended 151 from 151 bytes
net handler] done sending 151 bytes

spam
spam
spam
=r=m

rnet handlear]

mgr event]

mat h=ndl arl AaBaewl 1 5792



PROJEKT DARKNET

http://www.team-cymru.org/
b&Zn¢ smeérovana sit’ bez sluzeb
z hlediska bézného uzivatele prazdna

obsahuje alespon jeden server analyzujici
vSechny pakety, které se v sit1 objevi

NIDS sonda

omyl, chybna konfigurace, nekala aktivita



KONFIGURACE DARKNETU

* minimaln¢ jedna sit’ typu C
* zabezpeCeny dedikovany smérovac

* sméruje veSkera data na ,,naslouchaci
rozhrani serveru

TCPDUMP (http://www.tcpdump.org/)

ARGUS(http://www.qosient.com/argus/flow.
htm)

rozhrani administrace serveru
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KLIENTSKE HONEYPOTY

MITRE HoneyClient

http://www .honeyclient.org/

Capture — HPC
https://projects.honeynet.org/capture-hpc/
HoneyC
https://projects.honeynet.org/honeyc/
SpyBye

http://www.spybye.org/

SHELIA
http://www.cs.vu.nl/~herbertb/misc/shelia/



LIMITY

pasivni zarizeni
neodhali cileny utok

neodhali Cerva, ktery se propaguje pomoci
hintlistu

zkuSeny utoCnik je muze i1dentifikovat
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